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Chapter 1

Motivation

Development of policies such as laws, political manifestos, examination regulations, articles, source
code, and any other form of speeclﬂ can be greatly enhanced by computer supported cooperative work

systems.

Unfortunately, speech — especially if political — faces attempts to censor or suppress it all over the
world. The 2011 ”Freedom in the World” report of Freedomhouse[Pud11] rates 47 countries (with
one third of the world population) as "Not Free”. In these countries, people are denied basic civil
liberties such as political participation. Similarly, the Amnesty International Report 2011[FIS11]
mentions serious restrictions on freedom of speech and political participation in 48 countries (about

40% of the world’s population).

Unsurprisingly, efforts have been made to censor computer-supported speech alongside more tradi-
tional censorship methods. Freedomhouse’s Freedom On The Net Report 2011 [KCU11] rates 11
countries (with one quarter of the world population) as "Not Free”, indicating that experts reported
significant restrictions on access to and providers of controversial information. The OpenNet Initia-
tive, which automatically measures availability of ’provocative” and objectionable” resources instead
of relying on human expertise, confirms these assessments by finding significant censorship of these
resources in 13 countries (with one quarter of the world population), and any censorship in 42 (60%

of the population) in recent measurements[onil1].

Technology should resist censorship and allow free speech whenever possible. In fact, one could
argue that free speech is needed the most in the face of censorship. Enabling censorship-resistant
free speech has its downsides: The same technology that can be used to debate about democracy or

draft an appeal for human rights can be used to foster racism or create a terrorist manifest While

UIn this thesis, speech is used in the legal sense, as an umbrella term for any distribution and development of potentially
objectionable content.
2 Although as scientists, we hope formal analyzers can find and point out fallacies in extremist thought.
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these usage scenarios cannot be prevented without centralized control, I assume that the benefits of

unfettered speech outweigh their downsides.

The goal of this thesis is to develop a framework which allows collaboration in the face of govern-

mental censorship, and implement a prototype.

1.1 Distribution of Speech

Current systems for delivering speech include traditional media (e.g. television, newspapers) as well
as internet-based services. Traditional media requires significant infrastructure and easily controllable
delivery channels (relatively large parts of the radio spectrum and significant transportation vehi-
cles/personnel, respectively) and is therefore owned or tightly controlled in non-democratic countries.
In democratic countries, the huge barriers to entry can facilitate a concentration of media ownership,

which, while not governmental, may impede or warp democratic consensus[Bak07].

In contrast, internet-based services such as facebook, twitter, and systems explicitly built for policy
drafting (for example adhocracy[adh], echo[ech], or liquid feedback[liq]), pose lower barriers to entry
and are therefore harder to control. While being able to reach every German via newspaper distri-
bution or a TV channel is practically impossible for everyone but governmental or large commercial
entities, virtually everyone can reach 2 x 10° internet users by setting up a website, a blog, or a twitter

account.

1.2 Threat Model

Unfortunately, the desire for unfettered and accessible distribution of free speech is not shared by
everyone. Therefore, various attackers may strive to impede internet-based services using a specific

protocol. In this thesis, I assume an attacker whose goal is to disrupt or modify speech.

1.2.1 Nontechnical Attacks

The attack does not have to be technological in nature. For example, limited availability of technology,
or the chilling effects of having to write under a real name (which have been effected in China[Lin11]

recently) can suffice the goal of repressing free speech. Therefore, one goal of the software proposed
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in this thesis is to allow contributors to stay anonymous or pseudonymous. The problem of avail-
ability of computers and associated tools and services is not addressed, although we can hope for the
OLPC project[olp] and the power of Moore’s law and free software, which should allow everyone to
participate in a global computer-/internetbased discussion eventually. If a user’s hardware is seized
and she is accused of possessing illegal content, our software should encrypt its data and offer plau-
sible deniability, so that she could plausibly claim to never have used the software, used it only for

legal purposes, or used it for less serious legal infractions of local law.

1.2.2 Internet Access

Since our attacker is a governmental entity, it controls all centralized internet access mechanisms, in
particular the internet service providers(ISPs). Naturally, the easiest way to circumvent censorship

would be a decentralized non-censoring ISP.

It is unlikely that such an ISP could rely on landlines or other permanent, visible installations. While
satellite and long-range terrestrial radio communications are inherently harder to control, neither ap-
proach has yielded decentralized communication networks so far. Due to the high cost of designing,
launching and maintaining satellites, satellite internet tends to be expensive and low-bandwidth (and
naturally high-latency). At the moment, (terrestrial) amateur radio requires expensive equipment and

training, and is typically relegated to unfavorable low-bandwidth frequency bands.

On the other hand, IEEE 802.11 networks are cheap and widely deployed, but limited by their short
range. While it is possible to construct an 802.11-based mesh network| AW09] on a country-wide
scale, such a network has not been implemented yet. Mid-range GSM/CDMA2000/UMTS/LTE net-
works are widely deployed and available at little cost (and are reported to have been used to evade
censorship in North Korea[Mac05]). However, operating such a network requires a relatively large ra-
dio spectrum allocation as well as expensive equipment. Therefore, the number of national networks
tends to be fairly low even in technologically advanced countries — in Germany, there are just four
GSM/UMTS/LTE operators.

Summarizingly, while it is possible that technological advances allow for a long-range high-bandwidth
radio network with cheap small terminals (which would be virtually impossible to control, as evi-
denced by the reports of cell phones being available in North Korea, arguably the tightest-controlled
nationﬂ no such solution exists yet. Therefore, we need to assume that the attacker can read, suppress,

and modify the communication between users at different locations.

3 At least from the perspective of computer scientists who are used to human ingenuity being the limiting factor in techno-
logical development, and do not care much about physical limitations like the Shannon—Hartley[Bel68] theorem.
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1.2.3 Control over the User’'s Computer

Any discussion of control over communication links is moot if the attacker manages to control the
user’s computer. One avenue to that goal lies in limiting the (general-purpose) hardware to run only
approved programs. Barring complicated hardware modification, a security exploit or the import of
unrestricted hardware, this approach allows the attacker to forbid any censorship-busting software.
Worryingly, such restrictions have already been considered and implemented in hardware one would

normally consider to be general-purpose:

e UEFI (the upcoming BIOS replacement) includes a ”Secure Boot™ feature[uefl1, chapter 27]
which requires the Operating System code to be cryptographically signed. Since active ”Secure
Boot” will be required by Microsoft for the Windows 8 logo program[Micl1], a significant
portion of desktop and notebook computers will be unable to run arbitrary code in the near

future without explicit configuration.

e Apple iPad, iPhone, and iPod devices only run signed code. Furthermore, applications must

also be signed. [Zov11]

e Various Android devices require the OS to be signed to boot as well.

However, in all of these instances, the restriction is commercial in nature; the certificate authority is
then usually intent on preventing malicious — but sometimes also controversial — content, and not free

speech. Therefore, this thesis assumes that the user can run arbitrary software on her devices.

Another way to gain control over the device instead of the communications link is government-
sponsered malware (or any other malware intending to disrupt free speech), such as the German
Staatstrojaner[Clul1]. Again, this thesis just assumes that the local device is not running malicious

software.

1.2.4 Total Shutoff

Given these restrictions, the obvious course for the attacker is to turn off civilian Internet access, for
example by mandating the ISPs to do so or by turning off major Internet exchange points. Fortunately,
Internet access is vital for commercial activities as well as entertainment. Shutting it off is therefore a
last resort, and likely to incite further uprising rather than quell it. This attack has been executed by the
former Egyptian and Libyan governments[Cow11a][Cow11b] shortly before their respective displace-
ments. In both cases, virtually all IP prefixes were withdrawn from the global BGP routes[ DSA ™ 11].
In North Korea, there is no generally available internet access, although the aforementioned limited
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availability of technological devices in general may play a role in that situation. We conclude that
censorship-resistant software should be able to use alternative communication channels in the
event of an internet outage. As a positive side effect, this should improve the usefulness of the soft-
ware in cases where the cause for internet outage is not an attacker, but a natural event or the lacking

internet access in remote regions of the world.

If the attacker decides to not only shut down communications, but also electricity networks, a practical
implementation must also consider alternate power sources. However, power outages can be bridged
by batteries, solar cells, and chemical/kinetic power generators. Furthermore, shutting down electric-
ity networks has even more drastic consequences on commerce and entertainment than turning off

Internet access. Therefore, attacks on power networks are ignored in this thesis.

1.2.5 Physical Attacks

The next avenue of attack we have to consider is physically turning off some of the computers running
the policy drafting softwar notably those providing a centralized service. Fortunately, a number of
well-connected countries are open to free speech (with small limitations). At the cost of additional
latency, hosting critically imported systems in free countries can therefore prevent this attack. How-
ever, the shutoff of the German Pirate Party’s Piratenpad service by the German police[Alt]11] — which
was motivated by some users posting illegal content on it — shows that physical attacks are possible
even in countries which allow free speech. Load balancing solutions, which redirect traffic to backup
servers may be used to alleviate the effects of physical attacks as well as outages caused by accidents

or natural events.

1.2.6 IP Blocking

If physical attacks are not an option, a total shutoff of Internet access is not desired, and none of the
other attacks mentioned above are possible and/or feasible, the attacker can still omit some packets.
Internet routers can easily be configured not to forward some IP datagrams, or anounce bogus routes
via BGP, or withdrawal of BGP routes. For example, Pakistan Telecom announced a bogus route to
youtube’s IP prefix via BGP[NCCO08] in an effort to block it. In a controversy over videos critical of
the king of Thailand, the country’s ISPs blocked youtube in 2007[Ful07]. In 2011, Egypt and Lybia
censored twitter and youtube by blocking traffic to their respective IP ranges[DSAT11]. IP-based
blocking can be defated or hindered by using a large number of IPs with different prefixes, using DNS
entries with low timeouts (fast flux)[HGRFOS].

“or any other software that allows to transmit speech
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1.2.7 DNS censorship

However, since the DNS resolver is usually set automatically via PPPOE or DHCP, and usually
pointed to a server operated by the ISP, it is trivial for ISPs to block a DNS name by simply con-
figuring their DNS server to answer the censored queries with a wrong reply (sometimes pointing to a
server serving a censorship notice message via HTTP), NXDOMAIN reply (falsely indicating that the
domain in question does not exist), or no reply at all. Many ISPs already configure their DNS servers
to return false results for queries of nonexistant domains, which are then resolved to a server which
serves advertisements for all HTTP requestsf WKP].

False answers can be prevented by employing DNSSec[AAL'05], which provides cryptographic sig-
natures in all DNS answers and methods for verifying them. However, DNSSec cannot prevent the
DNS server from not answering at all. Furthermore, DNSSec is only deployed by a minority of do-
mains as of 2012, and DNS stub resolvers used in most computers are not yet validating the responses
anyways. Finally, simply not answering or answering with an invalid signature also fulfills the goal
of an attacker, namely preventing the user from contacting the censored service by not providing the

service’s IP address.

Another alternative, commonly employed by malware[Ten(09], is to (pseudo-)randomly generate, or
distribute a list of a large number of domains. This approach requires the client to try to resolve (and
verify, for example with DNSSec) all domains in the list until it finds one that has not been censored
yet, and can therefore not be used with a generic client such as a web browser. DNS censorship is
widely performed all over the world[opeb][AA08], and has even been considered in Germany[zug11]
and the United States[Smil1][Lealla].

Since DNS is a simple request/response protoco]ﬂ it is also possible to intercept DNS requests to
all DNS servers, including those that serve uncensored responses. Chinese censorship systems have
been shown to implement this technique as early as 2002[Con02]. This attack prevents the client from
simply querying an uncensored name server, but can still be defeated (or at least hindered) by using a

large number of domain names.

1.2.8 Deep Packet Inspection

While all the previous attacks work fine, they do not enable the attacker to censor only parts of an
internet service — the attacker can either employ one of the attacks to completely shut down the service,

or let all traffic pass. Because of the aforementioned widespread use of the Internet, it is not feasible

5In most cases, a DNS request/response consists of a single UDP packet.
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to totally block a popular service such as a search engine, wiki, or forum (and any other service that
makes use of user-generated content) just to censor a few objectionable entrieﬂ Instead, the attacker
wants to just censor content that meets certain criteria (for example containing a word from a list, or

being registered in a database). Such a censorship system requires three components:

e A gathering mechanism which understands the protocol (up to the transport, or even the appli-
cation layer), and separates binary data and protocol headers from the transmitted content body.

Such as mechanism is called Deep Packet Inspection, or DPI for short.
o A detection mechanism which decides whether the gathered content should be censored.

o A denial mechanism which performs the actual censorship, typically by configuring a temporary
firewall rule that blocks all packets between the communicating hosts, or those that seem to
belong to the same flow (the sequence of packets the objectionable content was gathered from,
for example a TCP connection). Alternatively, the denial mechanism can inject a malicious
packet. For example, a TCP connection can be shut down by injecting a packet with a set RST

flag, which indicates an immediate abnormal connection termination.

Aside from using a secret protocol with custom encoding of content — which would provide security
by obscurity, and therefore be futile unless public discussion of the protocol and applications using it
is somehow preventecﬂ — the only way to evade a censorship system that supports DPI is to encrypt
content. As a stopgap measure, obfuscation — chosing a complex encoding, for instance by sending
a random symmetric cryptographic key in and then encrypting all further communication with it —
works as well. However, this approach relies on the attacker not having enough computing power to
undo the obfuscation for all packets. In light of Moore’s law and other likely advances in computing,

obfuscation cannot be a permanent solution.

Today, DPI censorship is commonly available and deployed. DPI censorship is a central component
of the ”Great Firewall of China”[XMHI1]. As shown in figure [I.1] requesting a HTTP resource
containing the term falun_gong (Falun Gong is a religious movement banned in China) triggers

the censorship mechanism.

SFor instance, the youtube block in Thailand[Ful07] was motivated by just 20 videos, and not the youtube platform in
general[Ros08].
7Which would be quite ironic for a protocol that strives to evade censorship
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192.168.1.13 192.168.1.1 DNS 70 Standard query AAAA pku.edu.cn

192.168.1.1 192.168.1.13 DNS 120 Standard query response

192.168.1.1 192.168.1.13 DNS 102 Standard query response A 162.105.129.21 A 162.10
192.168.1.13 162.105.129.21 TCP 74 56558 > http [SYN] Seq=0 Win=14600 Len=0 MSS=1460

162.105.129.21 192.168.1.13 TCP 58 http > 56558 [SYN, ACK] Seq=0 Ack=1 Win=3840 Len=
192.168.1.13 162.105.129.21 TCP 54 56558 > http [ACK] Seq=1 Ack=1 Win=14600 Len=0
192.168.1.13 162.105.129.21 HTTP 128 HEAD /faluX_gXng HTTP/1.1
162.105.129.21 192.168.1.13 TCP 54 http > 56558 [ACK] Seq=1 Ack=75 Win=5840 Len=0
162.105.129.21 192.168.1.13 TCP 259 [TCP segment of a reassembled PDU]
192.168.1.13 162.165.129.21 TCP 54 56558 > http [ACK] Seq=75 Ack=206 Win=15544 Len=0
192.168.1.13 162.105.129.21 HTTP 128 HEAD /falun_gong HTTP/1.1

.129.21 192, TCP 54 http > 56558 [RST, ACK] Seq=206 Ack=149 Win=1923

Figure 1.1: Screenshot of a packet dump of two HTTP requests to pku.edu.cn, the latter of which is
terminated by an injected TCP RST packet (in red)

Since the attacker wants to block our protocol, but has to let other commonly used protocols pass, she
may also want to detect specific protocols with DPI. For example, Iran blocked the Tor anonymization
networkﬁiral 1]. Tor tries to emulate an HTTPS handshake, but did use SSL certificates with shorter
expiration times than regular SSL certificates. This discrepancy was used to detect Tor connections,
and block them.

We conclude that the designed protocol must be indistinguishable from commonly used protocols
such as HTTPS.

The attacker can also block all encrypted protocols including SSL/TLS-based ones such as HTTPS.
However, this has massive side effects on commerce and entertainment, as no banking site and
many popular websites will stop working. Iran did block all SSL/TLS connections temporarily in
2012[iral2]. However, the block was quickly circumvented by tunnelling the encrypted connections
through plain-text HTTP, as Tor’s obfsproxy[JA12] demonstrated in the Iranian case. In the end,
this becomes a cat-and-mouse game which prevents virtually all connections from regular users, and

henceforth becomes indistinguishable from a total shutoff.

1.2.9 Active Attacks

Correctly implemented encryption makes gathering of transmitted content impossible. Naturally, the
simplest attack against encryption would be outlawing any encryption or blocking encrypted text.
Fortunately, neither attack is feasible: Unencrypted communication can be intercepted easily by any-
one, and would make attacks by third-party attackers (for instance pranksters or regular criminals)

trivial. Additionally, steganographic techniques can be used to hide encrypted content in seemingly

8For more information on Tor, refer to chapterm
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innocuous information, for example by transmitting information over the least significant bits of the

color values in an image.

Therefore, the attacker must either break the encryption or use an application-level attack (see below).
While it is possible that the attacker can find flaws in the algorithm or its implementation, commonly
used encryption schemes have to bear scrutiny from security professionals all over the world, and are
therefore unlikely to be vulnerable (in a way that can be exploited by the attacker) in the first place. But
even if they are vulnerable, both algorithms and implementations can be exchanged relatively quickly,
if not by software updates then by modifying encryption preferences so that another algorithm is

used.

A significantly easier task for the attacker is to exploit a flaw in the trust model (see chapter[2.3)) and
perform a man-in-the-middle attack by presenting his key to both parties, and then freely relay, see,
censor, and modify the communication between them. In 2011, this attack was implemented in Iran,
where gmail users were presented a valid SSL certificate signed by the compromised diginotar cer-
tificate authority[Adk11][Leal1b]. Unlike all previous attacks, man-in-the-middle attacks are active,
i.e. require the attacker to send additional packets. Unlike passive attacks such as blocking packets to

certain IPs, active attacks are detectable and distinguishable from mere network failures.

A resourceful attacker may even participate in the network he attempts to censor, and generate valid
messages to find IP addresses to block. In 2011, the ”Great Firewall of China” was found to be
identifying and subsequently blocking Tor bridges (i.e. publicly offering entry points in the otherwise
blocked Tor network) by connecting to them and sending Tor-specific commands to distinguish them
from regular HTTPS hosts[Wil12].

Lastly, the usefulness of an application can be diminished even when its communication works. If the
attacker cannot prevent an application from working, she can still try to imitate one or more users and

post useless messages, or encourage commercial spammers to do so.

1.2.10 Conclusions

The modeled attacker tries to inhibit certain services using certain protocols. He has governmen-
tal privileges, and may perform non-technical censorship unless the service provides anonymity or
pseudonymity. The attacker can trivially block IP addresses, DNS names, protocols, and objection-

able keywords.
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However, it is generally in the attacker’s interest to not interfere with other, non-objectionable ser-
viceﬂ Therefore, a well-designed protocol that tries to allow free speech should imitate other widely

used protocols.

1.3 Decentralization

As laid out in the previous chapter, the attacker’s capabilities allow him to disrupt centralized services
(such as regular web applications) with ease. Unfortunately, all the services mentioned in chapter|[I.]]
are centralized. We are therefore in need of a decentralized system for speech distribution. While
this system should evade any censorship of communication, it also must work when traditional
communication networks are unavailable, as is the case when the attacker performs a total shutoff

(—[1.2.4) attack.

Decentralization has desireable side effects as well: Any outage caused by an intentional attack could
also be caused by accidental misconfiguration, accidents, or natural disasters. No matter the nature
of the outage, a decentralized system will be more robust than a centralized one. In particular, the
ability to use the system off-line or on connections with very large delays increases the usability in

cases where such a condition is present naturall

As a further advantage, a fre decentralized system allows basically everyone to run an instance, and
does not require any trust in a central operator. In contrast, there is no significant incentive to allow
simple deployments by others in a traditional centralized system, and the operator must be trusted to

not to keep detailed logs of plain-text passwords, real names or voting behavior.

1.4 Collaboration

While uncensored communication is great, effective collaboration requires more than simply being
able to communicate with others. In particular, the development of policies of any nature (be it
manifestos, laws, or source code) can be greatly enhanced by version control which allows syn-
chronization, tracking and merging of changes as well as branches of alternatives. In a distributed
system with potentially hostile participants, it is critical to be able to deny and organize changes to the

collaboratively drafted policy.

°In plain text: Don’t mess with kitten pictures.
10for example in space; see chapter for details
as in free speech

10
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1.5 Structure of this Thesis

This chapter has explained the basic premise of this thesis, namely how to allow uncensorable distri-
bution of speech. The remainder of the thesis explains solutions to the problem spaced posed here. It

is structured as follows:
In chapter 2] we examine the basic building blocks necessary to construct the desired system.
The system’s structure is then mapped out in chapter 3]

Finally, chapter ] describes the implementation of a simple prototype for the designed system.

11



Chapter 2

Components

Before designing and building a censorship-resistant speech delivery system, we need to discuss its
basic building blocks, namely decentralized systems. We examine two existing classes of decentral-

ized systems:

e Peer-to-peer networks (chapter [2.1)) allow computers on a network such as the Internet to pro-

vide a distributed service.

e Delay tolerant networks (chapter [2.2) are used in cases where traditional communication net-

works are not available and are required to address the attacks described in chapter[1.2.4]

Additionally, a fully realized system (especially services such as voting) will require a security model

(chapter[2.3).

Afterwards, we discuss existing anonymization networks (chapter [2.4) and ways to realize a peer-to-

peer system on top of them, or make use of their built-in peer-to-peer functionalities.

For each of these components, we discuss both existing work as well as extensions thereof to address

potential attacks on and other design considerations of the component.

Finally, cooperative work(— [1.4]) needs to be tracked and managed with revision control systems

(chapter [2.5).

The challenges in embedding each component into the designed system are summarized in the respec-

tive Integration Notes subchapters.

12
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2.1 Peer-To-Peer Networks

In a client/server system, there is a significant asymmetry between the nodes; clients only contact
servers. This fosters a relatively small number of servers and is therefore prone to censorship. For
instance, while almost every person in a developed country uses at least one HTTP client, only a

fraction operate HTTP servers. The vast majority must rely on third parties to publish their content.

In contrast, all nodes in a peer-to-peer (P2P) network can and do talk to each other. Therefore, P2P
networks tend to be significantly more resilient; shutting down a single node or a centralized service
(such as DNS) does not kill the network. Additionally, open P2P networks do not only have more
nodes, but also more node operators; most servers are operated by just one organization, whereas the

nodes in P2P networks are regularly controlled by thousands of people.

Virtually all P2P networks run on the Internet; advanced P2P networks typically have network-wide
addressing and routing schemes which are overlaid over IP. P2P networks can be classified as unstruc-

tured and structured.

In an unstructured network like Gnutella[Rip01], nodes connect to each other at random, and only
use some heuristics (for example the number of current connections) to select their partners. There-
fore, unstructured networks are prone to falling apart into two or more independent partitions — sets

of nodes that are connected to each other, but cannot reach a substantial portion of the network.

Structured networks like Chord[SMK*01] and KademlialMMO02] assign each node a (typically ran-
dom) network address. The node then uses a network-specific algorithm to determine which nodes
to connect to — typically many in its proximity (by address), and some nodes far away. Structured
networks allow efficient Distributed Hash Tables (DHTSs) by assigning each node the address space
in its proximity. If any node wants to store or look up a value in the DHT, it calculates the hash value
(— of the key, finds the nodes which handle that address, and advises them to store, or asks them
for the values associated with that key. Structured networks are designed to avoid breaking up into
multiple partitions. However, the order of the network also makes it easier to knock out for an active
attacker, who can introduce a large number of nodes in order to be assigned the authority over a large

portion of the address space.

2.1.1 Bootstrapping

To join a P2P network, a new node must somehow connect to any node already in the network. This
process is called bootstrapping. Once the new node finds a gateway node to the network, it can find

additional nodes over the P2P overlay network.
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Bootstrapping is a critical step in the face of a censoring attacker, since it often has to rely on cen-
tralized services if scanning or multicast are not options. On the other hand, registration of P2P node
addresses at the bootstrap provider is not a problem as the bootstrap provider can simply join the P2P

network himself, and discover nodes and/or accept incoming registrations.

Every bootstrap entry consists of the application protocol, the (IP) address as well as the (TCP/UDP)
port. The following bootstrapping options are possible and feasible:

Static Addresses

The simplest form to find addresses of other peers is to store the addresses in the code or include
them in software updates. Since empirical studies have shown that the past availability is a good
predictor for uptime in the future[SR06], long-lived nodes (for example those explicitly maintained

by organizations in data centers) are good candidates for inclusion in the software distribution.

Alternatively and additionally, the program can store its last peer list on a permanent medium before

exiting, to speed up and ensure the start from the second execution time on.

The user can also retrieve initial addresses from a secondary channel (e.g. a phone call or text mes-

sage) and manually input them into the program.

HTTP(S)

HTTP and HTTPS traffic is extremely common, up to the point that the protocols are used synony-
mously with internet in the popular conception. Therefore, it is unlikely to be blocked completely. On
the other hand, the pervasiveness also means that virtually any censorship system can block specific
HTTP hosts, requests, and answers. HTTPS can be used to avoid these, but requires a domain name.
While the HTTP URL can specify an IP address instead of a domain name to avoid reliance on DNS,
these addresses are likely to be blocked by Layer 3 censorship.

DNS

DNS is probably the only protocol which is available and unblocked in more networks than HTTP
is. However, if the user does not manually configure a DNS server of her choosing, it is also the

simplest protocol to censor. DNSSec can be used to validate the answers (for a detailed discussion,
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see chapter [1.2.7). In order to include not only IP addresses, but also protocol type and port numbers

in the answers, the DNS response must be encoded into multiple TXT, AAAA or A records.

Existing Infrastructure

Existing centralized, but unblocked infrastructure can be used to disseminate bootstrap information.
Any web service that allows (if possible unregistered) content to be uploaded works fine, be it forums,

social networks, pastebins, filehosting services, online office suites, or webmail.

Other public services such as IRC also qualify for bootstrapping. IRC, in particular, is widely used
by botnets for initiation of communication.[BY07] Non-web email is also sufficiently widespread
to serve as a bootstrap method. For example, Tor provides an email interface finding its bootstrap-
equivalent bridge nodes.[torc] On cell phones, SMS text messages or even data transmission via phone

calls are also an option.

Other P2P Networks

Our system should also be able to piggyback onto existing P2P networks, in particular anonymization
networks. If these networks have better bootstrapping methods, or are specifically unblocked for
some reason, our network should use them to contact a central bootstrapping server (for example over
HTTPS) or retrieve the information stored by the P2P network.

The decentralized currency system bitcoin[Nak(09] provides an interesting alternative. Bitcoin’s de-
sign mandates that every transaction must be carried on by all bitcoin nodes forever (and transactions
carry a de-facto minimum fee of 0.0005 bitcoins, approximately 0.0020 Euro at the time of writing).
Since the parameters of a transaction can contain freely chosen bytes, it is possible to store bootstrap
information in a decentralized system that will never delete it. Nevertheless, the currently lacking

spread and cost make this at most a theoretical proposition.

Multicast

IP multicast and protocols that build on it (like mdns[Chel1]) are prime candidates for bootstrap-
ping and do not require any centralized infrastructure. IP multicast or scanning (see below) are the
only bootstrap options that work in a local (or campus-area) network without Internet connection.

Unfortunately, IP multicast is generally not available on the public Internet.
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Scanning

In some cases, it is feasible just to scan the entire network, or even Internet. If 1000 nodes are ran-
domly placed over the global IPv4 address space, and the node scans 1000 addresses per second, it can
expect to find a node in just over an hour. Intelligent choosing of addresses to scan can significantly

reduce that number[DGO08], as can exponentially growing network speeds.

Scanning only works if the density of peers to scanned addresses is high. Therefore, it is not possible
in the global IPv6 internet with its 3 * 103 addresses.

Decoy Routing

Decoy routing provides an virtually uncensorable way to communicate with the outside world. How-
ever, it requires an ISP that supports it. The application picks any IP address routed through the ISP
and sends a cryptographic sentinel bytestring. Once the ISP detects that specific bytestring, it handles

out encryption and redirects the traffic to an uncensored proxy server.[WWGHI11]

Currently, there is only one experimental implementation of decoy routing, Telex. Decoy routing also
requires the cooperation of an ISP that is willing to hijack certain connections to his customers, which

is notoriously difficult to attain.

2.1.2 NAT Traversal

Although IP has been designed for end-to-end connectivity, connection requests to many machines
are blocked by firewalls and Network Address Translation (NAT). Iff two peers are both blocked,
it is necessary to trick both firewalls/NATSs into assuming that their respective node is initiating the
connection. This is achieved by coordinating both peers to connect to each other with the help of
an unblocked arbitration node. Since the additional node is needed, and the process can fail in the
presence of certain NATSs, nodes behind firewalls/NATs should not be included in the set of bootstrap
nodes.

Fortunately, the NAT traversal approach STUN has been standardized in RFC 5389[RMMWO08], and
should be sufficient to traverse the most common NATs and firewalls.
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2.1.3 Broadcasting

In some cases, for instance when new data becomes available, the P2P network should allow any
note to notify all other interested nodes in the network. Unstructured P2P networks only offer a
crude broadcast mechanism — since peers do not know much about the structure of their surrounding
network, they have to re-broadcast the message to all their peers. In contrast, there are multiple
different proposalsfEAABHO3][PWCO03][VYF06] for structured broadcast networks.

—

Unstructured Structured
12 Transmissions 4 Transmissions

Figure 2.1: Crude broadcasting in an unstructured vs optimal broadcasting in a structured P2P network

These broadcast algorithms construct a connected digraph with a small average vertex degree. Some
algorithms take unforeseen node failures into account and include redundant transmission routes in

order to bridge failures before or immediately after they occur.

Of course, there are some limitations of broadcast messages both on unstructured as well as structured
network First of all, nodes will generally try to remember incoming broadcasts for a short time,

and ignore broadcasts they have already seen.

Additionally, a Time-To-Live (TTL) is a field in the broadcast message that gets set by the sender to
the maximum number of hops he wants the message to go, and is decremented by each peer. If the
TTL reaches 0, the message is ignored. The counterpart of the TTL is the Hop Limit. It starts at O and
gets incremented by each peer the message traverses. If the Hop Count reaches an implementation-
defined value, the message is ignored as well. While the TTL allows the original sender to continue
the maximum spread of the network, the hop count allows the network to do the same. Using both

values ensures maximum flexibility and security.

'In a structured network, these limitations are not necessary if the broadcast algorithm does not send redundant messages,
and if the network is stale
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2.1.4 Integration Notes

P2P networks are essential to allow every user to disseminate information without having to rely
on third parties. They are inherently censorship-resistant due to the large number of nodes and the

implementation of virtual overlay routing and addressing schemes.

There are a number of bootstrapping methods, nearly all of which can be censored somehow. Nev-
ertheless, the sheer richness and numerous variations of bootstrapping schemes allow us to evade all

but the most sophisticated censorship systems.

Due to the high number of nodes behind a NAT or restrictive firewall, NAT traversal (typically with
STUN) is essential for the finished system if we want it to run anywhere. Similarly, the broadcasting
algorithm should be fine-tuned so that messages reach most peers even in the event of (accidental or

intentional) failure of a node, but not waste bandwidth with superfluous transmissions.
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2.2 Delay-Tolerant Networks

Many current network protocols require timely interaction between the communicating nodes. For
example, TCP’s three-way handshake means that any communication over TCP will take at least
three times the (unidirectional) delay between the nodes. This is not an issue in a local network where
the delay is less than a millisecond, but becomes apparent in global connections: Since the delay is

bound by the speed of light in current communication technologies, and may be physically bound

so, the round-trip delay between Diisseldorf and Mountain View is at least 232(;%2;”/1‘; =6%1072s =
60ms. While this effect can be minimized in some circumstances by physically positioning nodes in
close proximity, delay-tolerant network (DTN) applications are explicitly designed to avoid chatty”

communication in the firstplace, and therefore do work even in high-delay environments.

In particular, the delay in interplanetary commmunication is on the scale of minutes; while a
60ms round-trip delay between Diisseldorf and Mountain View is tolerable, the 10 min delay be-
tween Diisseldorf and Mars makes chatty protocols insufferable.[BHT"03] DTNs can also help to
provide Internet access to rural regions without network connectivity. Small computers attached to
busses or donkeys that visit remote villages can allow people in these remote regions to interact with
modern internet-based services with a delay of days or weeks.[SKZ106] Communications in mobile
ad-hoc, naval, and sensor networks may be delayed not because of distance, but due to temporary
outages.[OKDO6][RSB+08][WWTO08]

Another avenue of communication are human—carrie(ﬂ storage devices. Since modern storage de-
vices such as microSD cards, SD cards, thumb drives, and cell phones are easy to smuggle even over
restricted borders, DTNs can enable “pocket-switched” networks[HCS*05]. Because of the low avail-
ability, high costs, and censorship of internet connections, crude manual” versions of such DTNs are

currently used in Cuba[Fer12].

RFC 4838[CBH"07] lays out the basic architecture and challenges in a DTN. RFC 5050[SB07] and
RFC 5325 [BRF08] define two Layer 3/4 protocols for DTN applications. DTN research is ongoing,

particularily in the following areas:

e Routing profits not only from accurate custody and replication specifications, but also accurate
models to predict the movement of human or satellite nodes [LDSO03][HCYO08][LZC10][prol1].

e Security is challenging because the access to central authorities is limited. Additionally, the na-
ture of DTNs necessitates additional privacy and confidentiality considerations.[KZHO7][FRBOS][SFWL11]

o Simulation applications allow the validation of routing techniques and tests of applications.[KOK09]

Zor pigeon-carried, as a more efficient usage of ornithological resources than RFC 1149[Wai90]

19



Chapter 2 Components

e Applications that run on DTNs need to be developed.[OK06][HKLT07][WHI11] This thesis

develops one.

2.2.1 Integration Notes

In this thesis, we assume that the DTN is only one-hop, and that its mediums are mass storage devices.
Additionally, our application creates complete replications of the data in a project in order to be certain
that any remote node — no matter what its current known information is — gets all the information of
the project. The primary challenge lies in designing the protocol and application so that they still
work. These assumptions are justified by the limited real-world application of our system, which

consists primarily in allowing communications via smuggled miniature mass storage devices.

Notably, multi-hop networks can still be implemented just by copying the information from one de-
vice to another. Similarly, because we do not place any restrictions on delay in the first place, the

information stored on a thumb drive can be transferred over a real” multi-hop DTN.

In future work, we not only expect to extend the application to support multi-hop networks, but also
existing DTN protcols such as Bundle and Licklider. Conversely, the architecture allows for multiple

DTN implementations, each of which provides its own implementation of the common transport

interface (—[3.3).
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2.3 Security

Although a collaboration system strives to facilitate the flow of information, there are reasons why not
all users should be given full access to all information. In particular, a collaboration system should
allow commercial or personal discussions to remain private. Additionally, even public collaboration
should be restricted from unlimited write access; most importantly to deny attackers’ attempts to

vandalize it.

Fortunately, there are cryptographic primitives we can use:

o Cryptographic hash functions map any input to a number of fixed size, in a way that makes
it infeasible to perform the reverse mapping. Moreover, given any output of a cryptographic
hash function (a hash sum, or just a hash), it is infeasible to find any input to the hash function
which yields the same hash (a so-called collision). Of course, collisions are unavoidable when
mapping an infinite input set to a fixed output set according to the pigeonhole principle. How-
ever, cryptographic hash functions are designed so that collisions cannot be found except by
exhaustive search, which is believed to be impossible with current hardware for an output size.
For instance, a 256 bit output means that more than 2'?® hashes have to be calculated in order to
find a collision with probability %, even when accounting for the birthday paradox. Therefore,

the rest of this thesis justifiably assumes that collisions are impossible.

o Symmetric encryption schemes can prevent anyone who does not have the shared key to read
the message’s contents. By adding a cryptographic hash to the message (a so called Message
Authentication Code (MAC)), it can also be assured that the message has not been modified by

anyone except those having the key.

e With an asymmetric encryption scheme, encryption and decryption uses a pair of keys instead
of a single key: Everyone can encrypt content with the public key, but only those privy to
the private key can decrypt it. Just like symmetric encryption, asymmetric encryption can be
proofed against tampering with a MAC. Since asymmetric encryption tends to be significantly
slower than symmetric encryption, we may want to asymmetrically encrypt a key which is then

used in conjunction with a symmetric algorithm.

o Digital signatures can be used to sign a content with a private key, and can be tested with the
corresponding public key. To speed up the signature generation and verification, a cryptographic

hash of the content is often signed instead of the content itself.

As discussed in chapter1.2.3] we assume that the user’s computer is not compromised, and therefore

neither is the private key. The problem of key distribution, however, remains — we need to ensure the
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key is actually generated by the user we expect it to be, and not by an attacker.

2.3.1 Trust Models

To establish trust in a key, most trust schemes pick a number of trust anchors — keys they already trust
— and trust only those keys that provide a cryptographic signature of the identity and the public key (a

certificate) by one or multiple trust anchors.

Trust models are necessary because it is infeasible to exchange large numbers of public keys. For
example, it would be impossible to verify the identidy of an arbitrary person, as doing so would mean
the maintenance of 7 x 108 identities and associated keys. Instead, it is only necessary to check that

an identity card has been issued by one of the 2 x 10? countries.

TLS/SSL / Multiple root certificates

TLS[DRO08] and its predecessor SSL are widely used on today’s internet in almost all applications.
In SSL’s trust model, each application has a set of trust anchors, the so-called root certificates, all of
which are trusted. These root certificates are usually selected by the application or operating system
vendor. The certificate for a given domain name is then signed with the root certificate, or another

intermediate certificate, which is itself signed by the root certificate.

The fundamental vulnerability of this system is the large number of root certificates. An attacker who

can compromise any root certificate can sign other certificates for al/l domains.

Unsurprisingly, the track record of SSL security is not very good. In 2011, hackers managed to to
compromise diginotar, one of the trust anchors preconfigured in common web browsers and operating
systems. The thusly obtained certificates were used to intercept secured communication (a so-called
man-in-the-middle attack, because the attacker relays the traffic between two systems, and presents
himself as the remote peer to both)[Adk11]. Also, in some cases root certificates could be simply

bought[geo][tru].
Due to its simplicity and wide availability, SSL can still be used for some tasks such as bootstrap-

ping. However, due to the cost of obtaining a certificate, the need to have a domain name, and the

questionable trust model, we will not consider the SSL trust model for collaborative applications.
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Centralized Trust Anchor and Recursive Subdivision

While a single root of trust seems to be a significant flaw on first sight, it also means that it is sufficient
to secure one trust anchor instead of multiple ones. This model is used for identity cards: A country

(trust anchor) hands out certificates to its citizens (entities).

In the technical realm, DNSSec[AALT05] is used to secure DNS information. It has only a single trust
anchor for the root domain. The keys for the top level domains (like .com., .de.) are signed by
this root trust anchor, which in turn sign the public key associated with a domain. Since the top level
domain does not matter except for public relation purposes, this model allows us to pick a trusted top
level domain outside of the realm of the attacker. Therefore, DNSSec provides an adequate defense
against our attacker. Unfortunately, using DNSSec requires all users to possess a domain name. Once
widely deployed, DNSSec seems to be an excellent alternative to SSL. when it comes to securing

central servers.

Web of Trust and Sybil Attacks

Instead of relying on certificates by a central authority, PGP’s trust model[AR97] relies on the trust the
user generates by signing other user’s certificates: If Alice trusts Bob and Carol, (or, more precisely,
has verified their keys), and Bob and Carol trust Dave, Alice also trusts Dave. Users can also indicate
their level of trust; if Bob and Carol place only minimal trust into Dave, Alice may require additional

certificates in order to trust Dave.

The web of trust model closely matches an intuitive understanding of trust, and is very flexible. It
must be guarded against Sybil attacks, where the attacker pretends to be multiple personalities that all
trust each other. Notably, centralized systems can be seen as a special case of the web of trust; one in

which all users trust the central authority, and the central authority trusts certain users.

Since it is the only decentralized model, a web of trust seems to be by far the best system to implement

in a decentralized collaboration software.

External Trust

Instead of only including certificates, a user may also assign trust based on other criteria. For ex-

ample, proof of workﬂ schemes can be used to impede Sybil attacks; the attacker must then amass

3a cryptographic puzzle that requires a certain amount of computing power to solve, but can be easily verified
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significant amounts of computing power (and possibly outdo other attackers) in order to present a
significant number of identities. For instance, the cryptocurrency Bitcoin[Nak(9] generates trust in
the log of transactions by requiring them and the last proof-of-work problem to be included as inputs
to a proof of work problem. While an attacker could try to present a different history of transactions,
he would have to solve the computational problems faster than the rest of the network, and faster than

all competing attackers.

Similarily, in some applications it might be useful to prove that an action has been authorized by a
human. Various forms of Turing tests are widely used to prevent attackers from automatically creating

multiple accounts, for example.

Additionally, it might be useful to consult certificate metadata; a certificate that has been seen multiple
times over years is more trustworthy than a new one. Also, comparing the certificate with certificates
acquire from other locations prevents attackers in one locality (for example the user’s ISP) to forge
certificates. convergence.io[con] is an experimental framework that allows these kinds of checks in a

web browser.

Unlimited Trust

In some cases, it is feasible to trust everyone, including attackers. For example, the source code of
open-source software can be studied by attackers when the security of open-source software does not
depend on the obscurity of the implemented algorithms. Most Wikipedia entries can be edited by

everyone.

Unlimited trust works not only when attackers lack sophistication and perseverance, but also when it
is easy to undo malicious changes after the fact. In the distributed collaboration system laid out in this

thesis, a version control system (— allows exactly that.

2.3.2 Integration Notes

In the bootstrapping process, it is useful to rely on conventional centralized trust models. The widely-
used SSL has been shown to be susceptible to attacks, but can be supplanted or replaced by DNSSec or
convergence. To ensure additional confidentiality between P2P nodes (in addition to the application-
level encryption described in chapter|3.2.8)), we can use opportunistic asymmetric encryption[Lan09]

as well as steganographidz_f] techniques such as obfsproxy[JA12] in order to avoid detection of the

4Steganography is the science of hiding encrypted content among unobjectionable normal content.
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protocol in the first place. For DTN media, a complete system should implement plausibly deniableﬂ

symmetric and asymmetric encryption of the stored data as well as steganographic techniques.

The integration of the cryptographic primitives and trust models into the overall architecture is dis-
cussed in detail in chapter — this section only discusses the underlying technology for the trust

model.

For the user’s keys, the most important question is where to store them. For a web application, there

are the following options:

e The simplest way is to store the keys on a server, and perform all cryptographic operations with
them on the server. The server still needs to authenticate the user, for example with a password,
client-side SSL certificate, or a keycard such as the eID function[Kiigl10] in modern German
identification cards. Using a password or client-side SSL certificate means that no hardware
or software but a capable web browser is required for the encryption; since all the encryption
happens on the server, the user is only concerned with authentication, and not with encryption
and signatures. However, this approach means that the resulting system is essentially centralized
because the user’s keys are only available on a single server, or a tightly administrated group of

SErvers.

o Instead of generating the key and storing it somewhere, we can also recalculate it at runtime
from the user’s identity (email address, real name, or similar) and password. Iff the password is
sufficiently random, this method allows a user-friendly way to store the key; in the user’s head.
However, the client- or server-side code that performs the regeneration of the key must still be

trusted. If the attacker manages to inject code once, he immediately knows the private key.

e The only solutions that do not require the user to trust the server he uses are native client-side
encryption, signature generation and signature verification systems outside of the control of
client-side JavaScript code. To increase usability, it is prudent to allow client-side code to ask for
either operation, or at least allow the user to sign arbitrary text in an input field with a single click
instead of having to copy and paste the text to and from the encryption application. Currently,
this requires the installation of plugins. Experimental plugins that embed OpenPGP into a web
browser exist[Gol12], and the eSign function of the German identity card and similar hardware
solutions allow native client-side security at the cost of the need for specialized hardware and

software.

SPlausibly deniable encryption allows the user to store encrypted content among other “alternative” encrypted content in
such a way that it cannot be proven whether the stored data is random or encrypted information.
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Voting

If the key is also intended for voting or it its owner should be granted special access, it is also necessary
to be able to not only verify the user from the system’s perspective, but also the real-world identity.
While web-of-trust systems can be used to establish an identity, their vulnerability to Sybil attacks
regularly requires personal Veriﬁcatiorﬂ by a centralized authority. Alternatively, the authority can

also rely on another trusted authentication system such as eID, eSign or extended OpenID[Gol12].

A totally different approach would be to not restrict users, but the nodes in the network. If the network
only consists of trustworthy nodes that the attacker cannot gain control of, and registration at these
nodes is centrally managed, secret voting is possible, and user credentials can be shared between
servers. However, the secrecy and trust in the outcome of the vote only hold as long as all servers
remain trustworthy. As described in chapter|[I.2.5]and incorporated in the design, we explicitly assume
that the attacker is able to compromise parts of the network.

Nevertheless, centralized voting (or distributed voting facilitated by a centralized trusted host) is the

only option if votes should remain secret. Fully distributed secret voting is impossible.[BS05]

6or the use of external verification methods such as PostIdent
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2.4 Anonymization Networks

An anonymization network is a system that prevents attackers from associating messages with their
senders and/or receivers, even if the attacker controls the links between local sender and the anonymiza-
tion network as well as between anonymization network and the remote receivelﬂ and sometimes even
if the attacker controls some of the nodes that form the anonymization network. Figure[2.2]shows this

setup.

anonymization network

1
exit node I _
" receiver
]

attacker

Figure 2.2: Model of an anonymization network. The attacker can intercept an encrypted version of
the traffic between sender and first node, encrypted traffic that goes to one of the nodes in
the network as well as plain traffic between exit node and receiver.

In the context of this thesis, the anonymization network anonymizes machines. Of course, that is not
necessarily sufficient to protect the identities of people: If the user transmits confidential/identifying
data in the clear, an attacker listening on the unencrypted link between anonymization network and
receiver can read it just fine. In 2007, Dan Egerstad publicly demonstrated this attack by setting up an
exit node and then intercepting passwords of embassy workers that were sent in plain. Additionally,
although a service being contacted cannot correlate multiple messages by the user from the message
headers, it may be able to do so based on the messages’ contents. For instance, a web application

can advise the user’s web browser to store cookies, which the web browser then includes in all further

7 Assuming the receiver is not part of the anonymization network. In these cases, we call the anonymization network node
that establishes the actual connection an exit node.
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requests unless configured not to do so. Furthermore, the specific setup (for example installed fonts

and plugins) of a web browser may allow surprisingly specific identification[Eck10].

Encryption is a necessary condition to prevent correlating traffic into and out of the anonymization
network. Also, the anonymization network is typically set up to an unfiltered internet connection
in order to avoid local censorship. Therefore, anonymization networks face very similar attackers
as speech distribution software, most of the attack model and defenses against individual attacks
described in|1.2|apply for anonymization networks as well. In turn, dedicated anonymization networks

can be used to avoid most of the considered attacks, with the exception of total internet shutoff.
Anonymization networks can anonymize traffic at various protocol levels:

An anonymization network could work like a VP and be implemented with virtual data link (L.2)

or network(L3) layer network interfaceﬂ However, doing so has quite a few disadvantages:

e Every time a new interface is set up, there needs to be lengthy communication about the pre-
cise setup. For example, an L2 anonymization network would typically necessitate a DHCP
exchange before it can be used. An L3 anonymization network would require a similar ini-
tialization phase. To avoid the initialization phase, a static configuration method has to be

implemented.

e Since IPv4 addresses are fairly limited, most computers have just one public IPv4 address as-
signed to them. Therefore, exit nodes would be required to perform Network Address Transla-
tion, and therefore hinder P2P applications (— [2.1.2)).

e Due to different codebases, the actual implementation of standardized protocols such as TCP
or IP varies across operating systems. These differences can be detected and thereby allow

associating of a communication channel with the operating system the user uses[Tal04].
o Chatty protocols designed for local networks (such multicast DNS or NetBIOS) would endanger
anonymization and needlessly waste limited traffic, and would therefore need to be filtered on

the virtual network interface without compromising the functionality of legitimate applications.

e Bidirectional channels would be required.

Applications may not expect the local IP address to constantly change.

8Virtual Private Network
To reduce confusion and enhance readability, we will refer to the network layers of the OSI model as L1-L7 in this
discussion[Nor].
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e Since adding virtual network interfaces (rightfully) requires elevated privileges on most operat-
ing systems, an anonymization software would need to run as an elevated user, and be adapted

to every operating system.

Anonymization networks can provide transport layer (L.4) service, for example by offering a SOCKS[LGL"96]
proxy. This does away with all of the issues with L2 or L3 service except the need for bidirectional
communication channels and problems for P2P application. However, it requires the application to
either support the specific anonymization network, or support generic (e.g. SOCKS) proxies. Fortu-

nately, virtually all web browsers support SOCKS proxies.

To allow not only the sender of a message (or the client in client-server applications), but also the re-
ceiver (the server) to remain anonymous — and therefore allow P2P networks without elaborate NAT
traversal tricks — the application needs to be aware of an anonymity-preserving addressing scheme.
Since these session layer (L5) anonymization networks are all but required for constructing an anony-

mous P2P network, we discuss them in detail in chapter[2.4.2]

In theory, an anonymization network could also serve as an application layer (L.7) proxy. This allows
the anonymization network to strip potentially identifying information such as application version
numbers from the exchanged messages. However, since this approach prevents encrypted connec-
tions between sender and receiver, it is not suitable for an anonymization network with potentially
untrusted members. Instead, it can be used in conjunction with a real anonymization network. Since
a censorship-resistant collaboration software will strive to not include anonymity-defeating informa-
tion such as detailed version numbers or history in the first place, L7 anonymization networks are not

useful for our purpose.

Instead of anonymizing network communication, anonymization networks can also offer high-level
services such as data storage. Since real-time collaboration requires low-latency communication, and
version control implies a potentially large number of stored resources (which may need to be regularly
refreshed in the distributed file system). Therefore, high-level anonymization networks are left out of

the following discussion.

2.4.1 Mix networks

To understand the challenges of P2P networks built on top of anonymization networks, it is necessary
to understand the basic architecture of modern anonymization networks. Such an anonymization
network consists of a set of core nodes, the so-called mixes[Cha81]. In some network designs, each

node serves as a mix, whereas in others, the set of mixes is restricted to centrally-approved or even
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-maintained nodes. In any case, each mix relays traffic to other mixes. If the network provides an L2,

L3 or L4 service, a subset of mixes also serves as exit nodes.

It is vital that all packets sent through an anonymization network look alike (otherwise, an attacker
could correlate series of lengths or other characteristics of packets). Therefore, anonymization net-
works usually enforce a fixed length for all packets by padding them if necessary. Additionally, mixes
may want to randomly delay some messages to prevent the attacker from simply correlating the in-

coming messages to the outgoing ones by temporal order.

To ensure that an attacker who gains control of a mix cannot undo anonymity, the user picks a series of
mixes as his funnel. This pick is random, but constrained both by technical criteria (for example, the
final node must be an exit node, and high-bandwidth and low-latency nodes may be preferred) as well
as (partially conflicting) privacy criteria (the mixes should be geographically diverse and operated by
different entities, and chosen from a large set). The user can vary the number of nodes to balance speed
and privacy. A series of just one mix does not offer privacy if that mix happens to be controlled by an
attacker, whereas a series of all available mixes will offer maximum privacy at the cost of extremely

high latency.

To prevent an evil mix in the series of picked mixes to compromise privacy, the user encrypts the
traffic multiple times with keys only known to the respective mixes, in reverse order. If the user Alice
picks the mixes A, B,C with the public keys K4, Kp, K¢ (and private keys K:,Kg,Kg ) as well as an
encryption scheme E, this process goes as follows in a circuit-switched network:

1. Alice creates a local tunnel to A by sending E (K4, Create Tunnel”).

2. A creates the tunnel to Alice.

3. Alice extends the tunnel by sending E(Ky, E(Kp, Create Tunnel™)).

4. A decrypts the message and calculates E~ (K, E(Ka, E(Kp,"Create Tunnel”)))

= E(Kp, Create Tunnel”), and sends this message to B.
5. B decrypts the message and creates a new tunnel, connected to A.
6. Alice extends the tunnel once again by sending E (K4, E(Kp,E (K¢, Create Tunnel”))).

7. A decrypts the message and calculates E~! (K, E(Ky, E (K, E (K¢, Create Tunnel”))))
= E(Kp,E(Kc,”Create Tunnel”)), and sends this message to B.
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8. B decrypts the message and calculates E~! (K, E(Kp, E(Kc, "Create Tunnel”))) = E (K¢, Create Tunnel”),

and sends this message to C.
9. C decrypts the message and creates a new tunnel, connected to B.

10. From now on, Alice can send data/setup connections by sending E (K, E(Kp, E(Kc,data))) to
A.

11. A decrypts the message and sends E(Kp, E(Kc,data)) to B.
12. B decrypts the message and sends E (K¢, data) to C.

13. C decrypts the message and handles the data. If C serves as an exit node to the general internet,
the data may actually be instructions on what host to connect to, or what data to send to which

host.

Since the decryption process resembles peeling the layers of an onion, this concept is also known as
Onion Routing[RSGI8]. In practice, it can be sped up by arranging symmetric keys during the tunnel

creation phase, and using fast symmetric instead of slow asymmetric encryption from then on.

In a packet-switched anonymization network, the tunnel setup process is not applicable. Instead, each
layer contains an identifier of the next mix, and the sent data contains an (encrypted) return path; the
data being sent to A is then E(Ky,”A” + E(Kp,”B” + E (K¢, E(KRgeceiver, "Sender” + data)))). This
requires the final receiver to be aware of the protocol (and the sender of the message), but also opens
new possibilities to conceal messages: With Garlic Routing, the mixes A, B, and C are free to join

other packets to the same next mix in a single message.

Like any other distributed system, decentralized anonymization networks require some kind of boot-
strapping to get the directory of all available mixes (which includes their public keys). Since a blocked
bootstrap prevents the system from working at all, and a bootstrap message sent by the attacker can be
used to mislead the user to use only mixes under the attacker’s control, both censorship evasion and

trust model are vital for the bootstrapping process and the whole system.

2.4.2 Hidden services

In the preceding descriptions, mix networks have shown to be able to ensure privacy for senders of
messages. However, we also want the receivers to stay anonymous — especially since every peer in a

P2P network is a potential sender and receiver.
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Mix networks can be extended to enable privacy of receivers by letting some mixes serve as introduc-
tion points. If Bob wants to set up an anonymous service, he picks out a series of mixes ending with
an introduction point mix, and sets up the route as usual by iteratively extending it. However, instead
of sending data to the final mix, he instructs it to offer an introduction point to a specified name. Bob

is free to choose as many introduction point mixes as he wants.

To prevent an attacker from registering any name, the name is typically a representation of a public
half of a asymmetric keypair Bob generates, and the introduction mix requires a digital signature by
that key to set up the service. Bob then publishes the public key and the introduction point’s name at

some kind of database. From now on, Bob is reachable by the public key.

If Alice wants to connect to him, she first acquires the public key (for example over the conventional
bootstrapping mechanism in a P2P network, or by communicating with a peer Bob has communicated
with). Then, he looks up all active introduction points for the key, and establishes a tunnel to one of
them. He then simply sends the data he wants to send to Bob over that route. Conveniently, Alice
already has Bob’s public key, and can encrypt all traffic to make sure she isn’t communicating with

an attacker who just impersonates Bob.

2.4.3 Common implementations

Fortunately, anonymization networks are no merely theoretical concepts; many independent imple-
mentations are freely available, and are subject to research on specific details which are ignored here,
such as resistance against advanced correlation attacks and congestion avoidance protocols. This
chapter describes some of the most popular and most examined services with special respect to appli-

cability for P2P collaboration applications.

One-Hop Anonymization

The simplest form of anonymization networks is an L2/L.3 VPN. Routing all traffic through a virtual
network interface to a remote destination allows local censorship evasion without having to modify the
application. However, since IPv4 addresses are scarce, VPNs are often combined with NAT, leading to
a situation where NAT traversal techniques (— [2.1.2)) must be implemented in order to get a working
P2P network. However, this solution requires the use to acquire a trusted server in a censorship-free
country. While there is a multitude of such commercial providers, the required technical knowledge
and the high cost of setting up a VPN is likely to discourage many users. Additionally, VPNs are —

unlike dedicated anonymization networks — usually not designed to evade censorship.
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Like VPNs, simple SOCKS and HTTP proxies are (commercially as well as free of charge) available,

but require dedicated application set up and share all other disadvantages of VPNs.

If VPN and SOCKS protocols are blocked via DPI censorship (I.2.8), the connection can still be
tunneled through HTTP[opea] or DNS[NNRO09]. However, both methods again require a specific
trusted server in a censorship-free country as well as technical proficiency, and are therefore unlikely

to be adapted by large numbers of users.

Tor

Tor[DMS04](The Onion Router) is probably the anonymization network with the most users and most
research focus. The Tor network is widely deployed; it consists of 3780 publicly listed mixes at time
of writing and constantly transfers about 1 GiB/s.[torb] Even more impressively, Tor has been actively
blocked by Iranian[iral 1] and Chinese[Will2][tora] firewalls. Tor supports hidden services as well as

anonymization of TCP/IPv4 connections over an L4 SOCKS proxy.

Tor is a circuit-switched network, and only provides bidirectional connections with reliable transmis-
sion and congestion controfﬂ To increase performance, Tor uses asymmetric cryptography only in

the initialization stages to arrange keys for (faster) symmetric cryptography.

Tor’s trust model and bootstrapping is rather simple; central directory servers list all mixes and their
public keys, and are simply queried via HTTPS. To prevent IP blocking of mixes, the Tor project
also maintains a list of bridge relays — initial mixes which are not published in the Tor directory
servers. Addresses of bridges can be requested via HTTPS or email. To prevent listing all available
bridges, each IP and email address (limited to large email providers) is always shown the same three

bridges.[torc]

Tor offers hidden services as described above. Introduction points for a given service name are reg-
istered and queried from the regular directory servers. Tor uses a further level of indirection to allow
for symmetric cryptography on the final connection between the sender Alice and the receiver Bob:
Alice picks a random secret and a rendezvous point mix of her choosing, sends the secret (encrypted
with Bob’s public key) to Bob via the introduction point, and then both Alice and Bob connect to the

rendezvous point and use Alice’s secret to establish a symmetrically encrypted connection.

Tor is written in C, but does not include a library for applications that wish to offer hidden services.
Instead, hidden services can be statically configured in Tor’s configuration files. Tor then proxies
HTTP traffic to the hidden service to a (typically local) TCP/IPv4 service.

10 e. TCP-like connections
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2P

In many aspects, I2P[int] is the opposite of Tor. It has no native exit node/IP tunneling functionality,
and supports only hidden services. Although it can be used as a stand-alone application, it is primarily
a Java library. Furthermore, I2P is a fully distributed P2P network where every node functions as a

mix. At the time of writing, I2P consists of at least 12000 mixes.[i2pa]

I2P is a packet-switched network; every tunnel is unidirectional. This allows bundling of multiple
packets from a mix to another (garlic routing, in the style of onion routing) to further complicate
correlation of packets to a mix to those sent to the next mix. I2P comes with the reliable connection-
oriented protocol SSU[i2pb].

The I2P network is based on a DHT; every mix picks a random value and occupies that position in the
DHT. A global network database of mixes as well as hidden services is stored and synchronized by a
subset of nodes, in a manner so that every node knows at least one of the notes holding the network
database. To hamper Sybil attacks (— [2.3.1)), each node must solve computationally intensive proof-
of-work puzzles to get into the network. I2P employs a simple HTTP bootstrap mechanism. To avoid

censorship, it randomly selects URLs out of a list of bootstrap URLSs.

I2P can be integrated into an application as a Java library, but also offers two protocols (SAM and

BOB) that applications can implement to communicate with a running I2P instance.

Other implementations

Phantom|[Bral 1] is a highly experimental anonymization network. Like I2P, it is decentralized. How-
ever, it uses a block of unassigned IPv6 addresses as network addresses. Therefore, all IPv6-capable

applications immediately work with Phantom without the need for modifications.

Freenet(CSWHO1] and GNUNet[BGH'02] are examples of data-storage networks. Both FreeNet
(written in Java) and GNUNet (written in C) can be used by other applications to store data. Unfortu-
nately, this requires all members of a collaboration suite to regularly poll the data-storage network for

new information.

2.4.4 Integration Notes

Many of the problems posed in the threat model(— — in particular anonymity and DNS/IP/DPI
censorship — are already solved by anonymization networks. Therefore, we can safely build our col-
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laboration software on top of existing anonymization networks. Almost all anonymization networks
offer interfaces for applications that build on top of them. Hidden services, identified by a public key,

allow anonymous P2P networks on top of anonymization networks.

However, while mix networks are extraordinarily safe, the additional bandwidth and latency costs
as well as the additional overhead by encryption and anti-correlation measures severely limit the
available bandwidth and complicate debugging. Widespread anonymization networks may also be
hampered by targeted efforts of attackers to censor them. Therefore, anonymization networks should

be an option, but not the only possible way of communication in a P2P collaboration network.

Also, every considered anonymization network requires internet access. Aside from experimental
network designs that are intended to run in parallel to the internet, such as cjdns[cjd] or mesh networks
like BATMAN[JNAOS], collaboration over DTN is required in the case of total censorship.
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2.5 Revision Control

A revision control system manages a set of files over time (a repository). A single state of the tracked

files is called a revisio Each revision is identified by a globally unique identifier.

A commit establishes a new revision. Commits can be annotated with metadata such as author name,

timestamp, cryptographic signatures, and a comment.

Figure 2.3: Terms in a Revision Graph. Note that the revision identifiers are for illustrative purposes
only.

Usually, revisions are annotated with their predeceeding revisions, forming a DA The first revision
in a repository has no predecessors. Most revisions have exactly one predecessor. When Bob commits
anew revision (21 in the example DAG in figure[2.5] based on one of Alice’s revisions (20), he creates
a fork or branch - a different line of causal changes. Later on, when Alice gets Bob’s changes, she

creates a new revision(4 1) that unifies hers and Bob’s changes, a merge.

Typically, two succeeding revisions build onto each other. The difference between them (the change,
delta or patch of the commit) tends to be small relative to the size of all files. The revision control
system should be able to not only reproduce deltas, but arbitrary differences(diffs) between any two

revisions.

! the context of revision control, the term version is often used as a synonym of fag — a human-readable annotation of a
revision. Since tags are irrelevant in the context of this paper, and version is easily confused with revision, we will not
use the former term.

2directed acyclic graph
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2.5.1 Centralized Revision Control

The simplest revision control systems are centralized. In such a system, a central server establishes an
order of revisions by serializing all change requests, allowing consecutive revision numbers - every
node in the revision DAG has at most one predecessors and one sucessor; the whole DAG is linear.
Each user uses her client to pull changes from the server and push changes to it. Users can create
branches by copying all tracked files into an alternative directory. The inverse operation, a merge of
the branch into the main tree, tries to integrate both versions of the merged fileset by merging their
content, if possible with respect to the common ancestor. Examples of centralized version control

systems include subversion(svn)[sub], CVS and SCCS.

Centralized revision control systems do not allow offline commits. Also, the central server is a single
point of failure and can easily be blocked by network operators. Compromising the server tends to
have disastrous effects on data integrity, since historic information is usually not stored on the clients.

Centralized revision control is naturally unfit for P2P systems.

The logical adaption of centralized systems in a P2P network is a dynamically chosen primary copy
(or group of primary copies). It is not applicable in DTN since even if the high delays would allow
reaching an agreement over which node should fulfill the role of the central server, the number of

nodes is potentially unbounded.

2.5.2 Graph-based Distributed Revision Control

In contrast to a centralized system, every peer in a distributed revision control system such as Bazaar[baz],
git[git], and mercurial[merﬁ maintains a local repository he can commit to. Synchronization between
peers is done manually by fetching the contents of the remote repository, and integrating them into the
local oner] In general, the revision tree in these systems is a DAG, where the root nodes represent

branches.

If two users commit new changes independently, there will be multiple branches with the same name.
For example, figure shows a situation where another user based the commit 110 on the original
commit 100 while the local user added an independent commit 200. This leads to a situation where
there is no clear state of the master branch in the repository; multiple commits can be said to represent

the newest state of the branch. To resolve this conflict, a user must merge the two commits to create

131n the following discussion, we concentrate on git because it has the simplest data model. bazaar and git use more
complex abstractions which can be converted into git’s model.

14The opposite operation of pushing is equivalent to a pull to the remote repository. Since it requires the pushing collabora-
tor to have full access to the remote repository, it is not suitable to collaboration, but instead used to publish the contents
of the local repository to a publicly served one.
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a new root commit of the branch. In figure[2.5.2] the local user has merged 200 and 110 to the new

root commit of the master branch, 310.

(Before merge) (After merge)
master

master master' feature «branch names

(optional)
@ @ —branches

Figure 2.4: Merging different versions of a branch in a graph-based distributed revision control
system.

Since we do not want to burden users with merging if at all possible, most merges (for example if two
commits change two different files) can be done automatically, without user interaction. This system
works reasonably well if every user is using the same automatic merging algorithm, and the same

exact algorithm to get the revision ID of the merge commit.

In particular, the number of the commits (and corresponding identifiers) generated by automatic merg-
ing should be small. While a simple solution would be to not merge automatically at all unless either
a new commit is made or a conflict which requires manual intervention happens, this would mean
that the newest state of the repository is not determined by one revision, but needs to be constantly
recalculated from numerous revisions. Unfortunately, the merge commit metadata is usually prone to

variance across system.

For example, git records the username, date as well as the parent commits in order. Even worse: If
multiple peers attempt to merge in parallel, the resulting commits have to be merged again. In the
worst case, when multiple peers are active at the same time, and merge before getting the opportunity
to communicate — unfortunately precisely the situation we face in a P2P or delay-tolerant network
— automatically generated commits are added to the repository ad infinitum. Figure shows the
revision graph of an attempt of automatic merging. Since both merging peers continued to create
merge commits which unified the two latest commits in each iteration, there is never a single root

commit.
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Graph Short Log

il_ Merge ./m2
Merge ../m1
[ & Merge ../m2
B/ Merge ../m1
B | Merge ../m2
B | Merge ./m1
[ Merge ../m2
B— Merge ./m1
B | Merge ./m2
T— Merge ../m1
[ o Merge ../m2

Figure 2.5: Screenshot of the revision graph after simplistic automated merging with git.

These properties must all be set to consistent values to ensure that the result of the merge commit is
reproducable. Alternative approaches, such as rewriting the history, are only applicable if the commits
have not been broadcasted to other peers before the merging is attempted. Therefore, consistent

merging seems the most practiable option for graph-based revision control systems.[Haall]

Fortunately, no special effort is required to ensure that the revision identifiers of multiple merge com-
mits are equal. This is because git uses a SHA1 hash over the content of the merge (and every other)
commit as an identifier. Since the content of each commit also includes the identifiers of the revision(s)
it is based on, each commit content is unique. Therefore, each hash over the commit content is also

unique>|and thereby fulfills the primary requirement (global uniqueness) of a revision identifier.

2.5.3 Excursus: Content-Addressable Storage

To store not only the commits, but also the content associated with them, git is based on a content-
addressable storage (CAS). A CAS just stores immutable blocks of content (i.e. bytestrings). The
only way to access these is to query for a hash of the conten@ While this interface seems extremely
limited at first sight, git stores commits, directory trees, and file contents in it, as shown in figure
2.0

File contents are just stored as blocks, with a short prefix to make sure their contents never match the
contents of a repository. Each directory tree contains a plain-text listing of filenames and the hashes
of the corresponding file contents. Commits contain a commit message and other commit metadata,

a list of the hashes of the preceeding commits in the version graph — none for the first commit, one

15 A5 defined in chapter we disregard the possibility of hash collisions here.
16T practice, the CAS also takes various hints, and allows to delete a block when given its hash. These operations are
irrelevant for the following discussion, and can be understood as mere optimizations.
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COMMIT
"My first"
tree 4¢15

.

TREE
A c085
B fafb

FILE
foo bar

COMMIT
"change"
ac8b

tree 56e5

ac8b

.

TREE
A be9b
C faf6

8cd0

4c15

FILE
lorem ips

\:GeS

c085

FILE
foo baz

fafb

be9b

Figure 2.6: git’s usage of content-addressable storage. The content of the blocks is shown inside the
rectangle, and the hash of the content at the lower right of each rectangle. The arrows
visualize the relations between the blocks, but are not explicitly stored by the CAS, but a
function of the content.

for normal commits, and more for merge commits — and the hash of the corresponding tree. As a

consequence, renaming and copying of files is very simple, all that’s needed is a change of filename

in the directory tree object. git is therefore said to track content, not files.

Extra storage apart from the CAS is just needed to store mutable content. With git’s design, the only

mutable content are the references of branches to their current commit. The CAS model also allows

the CAS to perform transparent optimizations in order to preserve storage. For example, the CAS is

not only free to compress single blocks, but can also store similar blocks (for example the contents of

two revisions of a file that differ only slightly) with delta compression, i.e. as one base block and a

list of change operations. Then, if git asks for the content of a block, the CAS extracts the base block

and re-applies the change operations.
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2.5.4 P2P Revision Control

Although bazaar, git, and mercurial are distributed, they still impose a client-server model; the client
(the developer’s machine) pushes changes to and pulls changes from a git/ssh/HTTP server These
systems are distributed only in the sense that the remote server is not required, and multiple remote
servers can be used. Attempts have been made to use version control in a true P2P network (where

data is automatically distributed to every peer, instead of only to the configured server(s)).

The first P2P revision systems like Pastwatch[YCMO06] merely provided a distributed storage space
where users can backup their repositories; if users wanted to incorporate each others changes, they
need to explicitly pull changes from other user’s repositories. Although technically using a P2P net-
work, the workflow does not differ significantly from a conventional (client-server) distributed revi-

sion control system like git.

PlatinVC[Mur10] is a more advanced P2P revision control system. It extends mercurial with a virtual
remote which is in fact a distributed P2P network. Users can push and pull to the P2P remote just
like they can to any other server. However, PlatinVC keeps mercurial’s way of repository sharing; if a
user pushes revisions that are not based on the latest commit in the network, she ”is informed that an

unnamed branch was created, and is asked to to solve it”([Murl0], §7.2.3).

Naturally, this approach only works in low-latency and connected P2P networks where there is a
single commonly managed status of the network at a time. This approach fails if the user cannot get
virtually instant feedback from the network. Unfortunately, instant feedback is not possible in DTNs.
Also, the additional user intervention needed to generate the new latest” revision may be acceptable
when the user is a developer who is actively in consciously pushing data to the P2P network. In the
case of our general CSCW system, we have to expect nontechnical users which may not be aware,

and should not be aware that they’re interacting with a distributed system, it is not.

2.5.5 Patch-based Distributed Revision Control

darcs[dar] and the related Camp project take a different approach to revision control than graph-
based systems: Instead of storing the complete state of the repository at the time of a revision, darcs
expresses each revision as a patch of the previous revision. A patch is a set of instructions to modify
the files. These types of supported actions include the addition, deletion, and renaming of a file as

well as line-based changes like “replace the word bar with baz in the first line of file A”.

171t is also possible to push and pull from/to arbitrary filesystem location. However, the developer has to set up a virtual
filesystem — which typically relies on a client-server protocol such as FTP,NFS,SFTP,SMB,or WebDAV - if she wants
to push to another machine.
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Although some patches depend on others (for example, a patch which changes the content of a file
depends on the patch which adds said file), in many cases the order of patches is reversible. Users are
also generally free to cherry-pick some patches and ignore others; darcs does not require a single root
per branch like graph-based revision control systems do. As such, darcs eliminates the problem with
automatic merging in graph-based revision control systems discussed above. Its model also matches
the intuitive semantics of changing a line better than git’s, where the actual change is only visible in

the delta compression optimization step.

However, the patch-based approach also has some downsides: For once, a minimal implementation
of a patch-based system is quite complex; it must know the different change types, and be able to
order changes in a consistent manner. Conversely, the theoretical underpinning of patched-systems
(patch algebra) is complex[Jac09] as well, and still being developed and formally proven. The darcs
implementation is also experimental in some aspects, with known corner cases where the runtime of
applying updates becomes exponential in order of the number of patches. Additionally, the lack of
multiple independent implementations effectively makes integration with darcs (which is written in

Haskell) mandatory.

Similar to git, darcs is also based on a CAS, although to a much lesser degree, as numerous indices

are kept apart from the CAS.

2.5.6 Document-oriented Database Systems

Instead of tracking the state of whole repository, the replication mechanisms of document-oriented
databases like CouchDB only manage the state of single documents[cou]. We should therefore con-
sider such document/revisions data models in addition to the revision/files revision control systems

presented above.

While document database systems sacrifice the abilities to restore the whole repository to a certain
revision, and to group changes, both of these abilities are not necessarily required in informal col-
laboration work. In fact, the existing cooperative policy drafting systems such as adhocracy do not
include any features that would allow users to always group two changes, for example two different
comments, in a single revision. Both graph-based as well as patch-based revision control systems
can simply be applied to each single file, or even single paragraph, in order to eliminate the need for

automatic merges.

Interestingly, CouchDB uses neither in its equivalent of automatic merging. Instead, it picks one of
the revisions by an arbitrary, but consistent algorithm (it simply picks the candidate with the lowest

hash value). Both versions are stored in the database, but it is up to the application to query for the

42



2.5 Revision Control

discarded one, and merge it with the latest version of the document. Adopting this simplistic scheme
into a collaboration system atop a DTN would mean that the system drops some versions at random
(from a user’s point of view). It also opens the door for attackers who could generate an "alternative
history” of the document by artificially generating entries with a low hash value, and then posing these
into contention with early versions of the real document, thus ensuring that the attacker’s branch gets

always picked as the “latest” one.

Nevertheless, revisioning only single files instead of the whole repository seems like an extremely
simple way to minimize the need for automatic merging, and will therefore be considered in the final

system design.

2.5.7 Integration Notes

CAS is an extremely powerful but also extremely simple concept that can be used to not only store
graph-based, but also patch-based, and versioned-files revision control systems, and is the foundation

of the block concept used for network communication. For details, refer to chapter[3.2.3]

If a graph-based revision control system is to be used in a distributed environment, automatic merging
is desirable, but poses significant problems and requires modification of the revision control system
with a carefully designed consistent merge function. The current solutions for using graph-based
revision control systems in P2P networks do not offer automatic merging, and are not applicable in
DTNs.

Patch-based revision control systems pose numerous advantages, but also introduce complexity and
will require further work in order to remove corner cases and simplify integration into CSCW systems

aimed at end users.

Document database systems minimize the need for automatic merging. Since a "file” will ultimately
represent a (rarely-changed) single proposal or comment, the loose consistency guarantees may be

sufficient for some CSCW applications.

Additionally, we also must consider the algorithms needed to merge actual conflicts; if two users
modify the same document, paragraph, or word, the system should not only offer a user-friendly
interface to reconciliate the conflict, but also powerful algorithms that assist the user or can auto-
matically merge content, for example by comparing the differences of both versions to the common

ancestor or using patch algebra.
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Architecture

We want the collaboration software to be universally accessible from virtually every device and oper-
ating system. We also want users to be able to use it within seconds, without requiring a complicated
installation. Therefore, our collaboration software must be a web application. As an added bonus,
almost all efforts to centralize control over the software installed on a user’s computer (— [I.2.3)) only

restrict native applications; and not web applications.

https://normsl.example

http://localhost

Figure 3.1: High-level overview of the architecture

A simple web application has two major drawbacks: It cannot implement P2P/DTN connections, and
it is easily censorable, for example by blocking its IP address. To mitigate DNS and IP censorship, the
web application should be offered by multiple IPs, and should — if possible — transparently fall back

to these. In the case that all of these are blocked, or total internet shutoff, the collaboration software
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can be installed on the local machine, and serve the web application from there. With modern web

browsers, it is also possible to shift most of or even the entire application to the web browser.

The various peers — whether serving thousands of users from a data center or just a notebook — then
distribute the contributions of their users to each other via DTN and P2P networks. Optionally, the

content can be synchronized with external, third-party collaboration applications.

3.1 Implementation Architecture

The architecture of the implementation stresses flexibility over anything else. Therefore, we not only
allow for multiple user interfaces, but also for multiple applications with different semantics. For
instance, an automated test application to verify network connectivity does not need any storage com-
ponents, but does require some kind of timely event or callback functionality to register successful

transmission. The implementation is split into a number of components:

Application = o
Core

(8

\/
6 Transports

User Interface
= Database

7

Application Network -
Service Core - .

Figure 3.2: Overview of the Implementation Architecture

o The User Interface is a web application. It mainly consists of application-specific logic, but
also allows administrators and users to configure the server and see its current state. For ex-
ample, the user interface allows the user to start using attached USB thumb drives for data

transmission. The user interface is discussed in detail in chapter[3.4]

e Applications form the central component of the whole system. The application is implemented
in two parts: The application service provides an abstract system that the application core
builds upon. For example, the first implemented application service provides a filesystem-like
interface. The first implemented application core provides a simple cooperative normsetting

platform. Whereas the application service layer only deals with abstract files, directories and
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their revisions, the application core understands the format of these files to represent proposals
and comments. Messages to and from the application service are J SOcompatible dictionar-

ies. The application service provides the following interface:

handleMessage (msg) | Handles an incoming (broadcasted) mes-
sage. The message is already parsed (i.e.
comes in as a JSON-compatible dictionary).
This method is mostly used for short, time-
sensitive messages, such as notifications
about new content. The implementation also
passes a hint of the endpoints (— [3.3) that
sent the message alongside; this hint can then
be passed along to the getBlock function

of the network core (see below).

listRoot (selector) | Called by a remote peer. Lists a number
of root entries. The exact semantics of this
method depend on the revision control model

in use.

getBlock (blockId) Called by a remote peer. Downloads a piece
of content.
handleEndpoint (ep) | Called when a new endpoint (— b becomes

available. Typically, the application may want

to ask for the current state of content on the

remote end.

The application is also responsible for storing the managed content on disk, typically in a local

database.

e The network core mediates between application and transports. It provides the following in-

terface:

1JSON[jso] (JavaScript Object Notation) is a simple data interchange format that can only represent dictionaries (also
known as hash tables or maps), arrays (also known as lists), characater strings, integers, floating point numbers and
booleans. Complex structures can be represented in JSON by nesting dictionaries and arrays. Nevertheless, the small
and simple set of data types allows for efficient and portable serialization.
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broadcast (projectID, msqg)

Encodes and broadcasts a message to all end-
points. Typically, the message is an applica-

tion’s notification of new content.

listRoot (ep, projectlID,

selector)

Called by a local application to list the
root contents of a remote endpoint, typi-
cally when the application is notified with

handleEndpoint.

getBlock (ep, projectlID,

blockId)

Called by a local application to get the speci-
fied block.

The network core makes sure to always maintain a connection to the network for each project.

The current implementation multiplexes the data of multiple applications/projects over a single

endpoint per peer. This allows a shared bootstrapping mechanism for multiple projects.

The network core also broadcasts all outgoing messages to all remote endpoints that are inter-

ested in the specified project. A typical pattern is that a remote peer announces the availability

of a new datum to an application, which then checks whether it already knows of the datum. If

it does not, the application advises the core to relay the message to all other connected peers. A
hop count and a TTL entry are used to ensure that all broadcasts time out (— [2.1.3)).

The transports implement the actual endpoints. They are also responsible for bootstrapping.
For details, refer to chapter[3.3] The transport API is extremely simple:

endpoint.send (bytes) ‘ Send a bytestring to the current endpoint.

The transport also offers callbacks to notify the network core about the following events:

onRecv (ep, bytes)

Bytestring received.

onNewEndpoint (ep)

A new endpoint is available.

onEndpointError (ep)

An endpoint is no longer available.

This design allows us to replace the implementation of virtually any element. For example, connecting
via an anonymization network such as Tor or I2P only requires the implementation of a transport that
tunnels messages between the network cores. Transports that are only capable of data storage (like

DTN transports or data-storage anonymization networks(— [2.4.3))) just implement the network core’s
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3.1.1 Finding Project Nodes

Every application core must always run the RunningProjectsApplication identified by the
static project identifier 1a9647882add21d02b8d372a6da%940140c1ba556896825331c23¢c56~
aeb99d57. This application has no backing data storage. Its 1istRoot method lists the IDs of
all the applications/projects (see below) that are currently running on the local machine. If this set
changes, the application broadcasts a corresponding change event to all connected peers. This appli-

cation also relays seeks for any nodes that run a certain project.

3.2 Applications and Projects

The system should be able to handle multiple independent projects; drafting of examination rules
should not interfere with activity in a pro-democracy manifest in any way. Each project is also as-
sociated with various meta information such as a name, security/access control information, and an
application type. If a more detailed control is required, the project can simply be divided in individual
subprojects and a meta project which lists them. Projects loosely correspond to the notion of instances
in the centralized adhocracy system. Each user is interested in a subset of projects, and each peer is

interested in the union of all the projects its users are interested in.

3.2.1 Project Structure

We can use the cryptographic primitives from chapter 2.3 to securely globally uniquely identify

projects with a project ID as follows:

1. The implementation selects a set of cryptographic algorithms and the corresponding algorithm
ID. Algorithms may change in response to advances in cryptography. Since it is critical that all
nodes support the selected algorithms, the algorithm is typically chosen statically in code, and

not by a user.
2. When creating a new project, the creator generates an asymmetric key pair for the project.
Possession of the private key equals unrestricted administrator rights over the project. The

public key will be used to verify signatures over the project’s metadata and data.

3. The creator also selects the project’s type.
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Algorithm ID
Public key Immutable, go into project ID
Project type

Human-readable name
Human-readable description
(optional) Signed with the project’s key, mutable for administrators
Tags/categories (optional)
Security model ID
Revision ID

Signature

Figure 3.3: Project header

4. From now on, the creator can calculate the project ID as

projectID = hash(algorithm ID, public key, project type)

This design ensures that each project ID is of a managable size (typically 256 bits), and not as large as
the public key. Nevertheless, the project ID is unique because it is impossible to find hash collisions.
Since public key and project type are immutable, an attacker cannot publish wrong information about
the project (such as an identical project with an unsupported project type, or an identical project
with a public key of the attacker’s choosing). If the attacker modifies one of these properties, he

automatically creates a new, unrelated project.

The project also has mutable properties, in particular presentational properties such as a name, a
description, tags, and categories. The project’s root security information (as laid out in the following
sections and are also included. To allow further updates, the list of mutable properties
also contains a revision ID which is incremented on each update. Newer revisions of projects displace
older ones permanently. Since the project properties are rather stable and tend not to be incompatible
with prior changes, this simplistic versioning can be expected to suffice. All these properties are then
signed with the project’s private key. Therefore, only an administrator can change important project

properties.

If the project is not public, its content (messages and blocks) is symmetrically encrypted as detailed in
chapter[3.2.7] The corresponding blocks of encrypted symmetric keys are stored by the project itself;
each encrypted key is stored in an (unencrypted) block of its own and managed like other project
content. 1istRoot ("symkeys") is also special-cased by the implementing application to return

an unencrypted list of these special blocks.
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Other intermediary certificates are attached in every case which needs them. If the security model only
allows selected users to create content, every message and every block must be signed and include the
signing key as well as its certificate chain up to a certificate from the project’s key. Voting systems
are implemented in the same fashion; every vote must be signed by a key that must be signed by the

voting authority, which must be certified (as a voting authority) by the project’s key.

Apart from the project header and the aforementioned cryptographic functionalities, the structure of

blocks and messages is left up to the application.

3.2.2 The ProjectListApplication

The ProjectListApplication serves as a distributed, fully replicated database of all projects available in
the system. While it is not technically necessary to run it— after all, in a closed network the project’s
participants already know the project’s type — virtually any peer runs this application. The main
purposes of the ProjectListApplication are allowing users to search for projects and updating project

metadata.

Naturally, the metadata of the ProjectListApplication cannot be distributed over itself. Therefore, it is
simply known as the project with the ID ec43065d660£5788240ee6203£692bed8clac026~-
b822e9abea309b72dcb8cObl. It uses a special security model in which everyone can write
anything, but only valid blocks are accepted. The remaining properties of a project are undefined for

the ProjectListApplication.

Every project is stored as a block whose ID is the project ID, and whose contents is a representation
(encoded as JSON) of the project header. getBlock can be used to get the information about a
project whose ID is known. 1istRoot returns a list of all project IDs. Locally, the implementation
will typically have a way to get subsets of the whole list and display them in the user interface, for
example in a ”Search for projects” dialog. If a new project is added, or an existing project is modified,
the new project header block is encoded in the message and broadcasted. Upon receiving a new block
— whether as a result of an explicit request or a broadcast —, this application checks the cryptographic
signature of the project properties. If it is correct, the information is stored in-memory. Otherwise,

the information is discarded.

The ProjectListApplication is typically not backed up by a database; its content is ephemeral. On
application start, the application creates in-memory entries for all locally available projects and starts
synchronizing with other peers. The current implementation does not contain a way to ever delete
projects from the global database. However, it is possible that an additional unsigned header which

contains the wall-clock time of the last update will added in future revisions.
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3.2.3 Application Services

All implemented (versioned-)filesystem-like services share a number of similar patterns. In partic-
ular, blocks are used as content-addressable storage (CAS; their ID is a cryptographic hash over its
content). Similar to the project ID, this behavior guarantees globally unique block IDs. Additionally,
the synchronization of two CAS can never fail — at most, the CASs can contain superfluous blocks
after synchronization, and even that is only possible if we ever delete blocks. Since blocks are never
deleted in our system, it is always possible to restore any old version of the filesystem-like structure.
Blocks are also fully replicated as any other design would impede functionality in the event of a total

internet shutoff.

When a new block is inserted into the system, or becomes known to a node, the node broadcasts
a message newBlock with the block ID. While currently not implemented, the introduction of a
newBlocks message for multiple blocks is anticipated. Upon receiving a newBlock message,
the application checks whether it has the block in store. If it does, it simply ignores the message.

Otherwise, it requests the block, typically from the node that sent it.

3.2.4 Revision Control Application Services

Graph-based revision control systems (such as git) can natively run on the abstract filesystem-like
service; they use 11stRoot to transmit the list of branches and the associated latest commit hashes,
and only require the CAS (getBlock) apart from that.

Patch-based systems can also use the CAS to store the patches, but may require adaption in order
to be able to serve the list of all patches via the 11 stRoot method. One such solution may be the
bundling of patches where 11istRoot only returns the hash of an entry in the CAS which lists a set
of patches In order to avoid flooding the CAS with a large number of slightly different bundles,
care must be taken so that the bundles are identical across systems. For example, it might be prudent
to bundle a year’s worth of patches only after another year has passed, assuming all patches are

distributed to all active nodes within that timeframe.

In a document database system, we need a way to get the set of all revisions of the entries. Since this
set will be huge, exchanging the whole set on every communication (even if both nodes already have
a very similar set of blocks in their locale storages, or are fully synchronized) in a 1istRoot call
is not scalable. To reduce the size of the exchanged information, we could bundle revisions entries

similar to the bundles in patch-based systems. However, this solution only works for old entries that

ZBundles are already implemented in darcs, although they are not stored in the CAS.
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we can assume to have been distributed to every node of the network, and does nothing to address
the large number of entries that can accumulate in a high-traffic policy drafting forum even in small

periods of time.

Instead, 1istRoot can leave out old entries. To make sure that differences in older content are not
missed, the hashes of the older content are themselves hashed and included in the answer. For exam-
ple, assume the current time is 2012 and a peer with the following database receives a 1istRoot

query given the database [3.4]

’ Block Content Block ID (hash)

time=1 A cf3d
time=500 B Talc
time=999 C 4192
time=1000 D | dOd6
time=1234 E | a98d
time=2001 F | Sdea
time=2002 G | 6dd4
time=2010 H | de32
time=2011 T | Sel6

Figure 3.4: Example block database state. The content of the blocks has been simplified; in practice,
each block content contains the file name, revision id, and the content of the file at that

revision.

The naive answer would look simply list all hashes, and therefore return a voluminous answe In-
stead, 1istRoot can return not only a list of hashes, but also qualifiers (akin to branch names in

git), as shown in figure

’ Record type ‘ Record data ‘ Hash ‘ Computed as (not transmitted) ‘

timeframe 0-999 867d | hash((cf3d, 7alc, 4192))
timeframe 1000-1999 | ab18 | hash((d0d6, a98d))
timeframe 2000-2009 | 9943 | hash((5dea, 6dd4))
block de32 | hash(time=2010 H)
block 5el6 | hash(time=2011 TI)

Figure 3.5: Example optimized 1istRoot answer

3Note: hashes are shortened in this example. In practice, hashes are typically at least 32 Bytes long.
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If the receiving node already knows all blocks but 5dea and 5e16, its 2000-2009 hash will not
match the answer. It now requests 1istRoot (1000-1999) and gets the list of blocks in that
timeframe, optionally again simplified to multiple (shorter) timeframes. Eventually, the peer deter-
mines that it misses precisely the blocks 5dea and 5e16, and requests both via the CAS function
getBlock.

If the nodes use previously agreed-upon timeframes (in the example steps of thousand and ten), both

nodes can precalculate and cache the hash of all block hashes in each timeframe.

3.2.5 Interaction with the Application Core

Since blocks are immutable, the application service can easily store them in a way that is more ac-
cessible to the application core. For example, graph- and patch-based version control systems usually
extract the latest revision of the managed files into the filesystem. Of course, this can be skipped if
the host does not actually run the application, as is the case for DTN media such as USB thumb drives
that do not have their own processor or user interface, and conversely have no use for data intended

for the application core.

Instead of maintaining two databaseﬂ— one for the blocks and one for the application core’s view of
the data — it is also possible to only store the application core’s view of the data and include the block
ID (i.e. the hash of the block content) in this database. The only restriction on the single-database
model is that it must be possible to extract the original content from the application’s data given a

block ID, i.e. there must be a deterministic bijective serialization/deserialization algorithm.

3.2.6 Policy Drafting Application

In the prototype, we assume the following structure of a simple policy drafting system:

e Each project has a set of proposals, which can be edited. Every proposal has a title and a longer
textual description. In a minimal system, the textual description is just arbitrary plain text. In a
slightly more advanced system, the textual content is subdivided in paragraphs, and is not plain
text anymore, but formatted text, stored in a portable markup language. To increase usability,
the user interface may allow the user to use a WY SIWIG editor to change the markup. For now,

we assume that proposals are independent of each other. Eventually, the system must support

4The term database is used loosely here for any way to store data, including files on a filesystem and in-memory data
structures.
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voting for proposals. In the final system, we also want to be able to restrict users from editing

proposals, and to show the (verified) user name of the proposal author.

e Each proposal has a set of comments, each of which is versioned and consists of textual content
and can be eventually voted upon, much like a proposal. Additionally, comments are planned

to be able to refer to either another comment, or a paragraph/line on the proposal.

e Eventually, the production-ready policy drafting system should also be able to store binary
files (such as images, PDF files, etc.), and offer markup constructs to link to or embed them into

proposals and comments.

While we can simply export all block contents into a relational database, such a database only offers
reduced flexibility. In particular, multiple implementations (or versions of the same implementation)
may support different attributes. Additionally, since many items have to be revisioned, the database

design must explicitly include revision numbers.

In contrast, a document-oriented database allows us to simply submit all blocks with little exporting,
and make use of the database’s indices and native revision model in order to store various revisions of
proposals, comments, and files. Additionally, documented-oriented databases generally do not require

an explicit schema change to accomodate new or different attributes of an entry.

It is also possible to base the policy drafting application on a versioned filesystem as offered by graph-
and patch- based revision control systems, using a data structure similar to the import/export format
in our version of adhocracy. In that format, each proposal is primarily a directory. It contains various
files (such as title, description) or a JSON file index. json which contains the proposal’s
properties. A subfolder comment s which is created on proposal creation contains all the comments

in a similar format.

3.2.7 Write Authorization

In many projects, we do not want everyone to be able to change everything. Instead, we want to
implement one of the trust models described above. Since the project structure (— associates a
public key and a security model ID with each project, we can restrict write authorization by either
setting the security model ID to the name of the used model. From now on, every restricted message
or block(hereafter referred to as content) must include a digital signature, a cryptographic hash of the
public key and an identifier of the key and its certificate chain. To validate the content, the node then

retrieves the chain of certificates and public keys. If intermediate certificates are allowed by the trust
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model and are in use, it iterates up the certificate chain. The final certificate must be signed by the

project’s public key. If the content fails to meet any of those steps, it is ignored by the node.

To allow revocation of certificates, the node must also query for the block with the ID

hash ("revocation", public key) for each public key in the certificate chain. If the result
is a revocation certificate signed by a valid authority, the content is ignored. Note that this model of
certificate revocation only works if the node can communicate through a channel (including DTNs)
which is not controlled by the attacker — otherwise, the attacker can simply withhold the revocation
certificate. Therefore, in order to include reliable certificate revocation, every piece of signed content
must also include the ID of another content, which must contain a list of IDs of all certificate revoca-
tion certificates. With this extension, an attacker who controls all communication channels can still
transmit old content and added own content, but must withhold new content (which would inevitably

come with the updated certificate revocations) from other users.

In any case, public keys of authorized users, certificates, revocation certificates, and revocation cer-

tificate lists are stored in the CAS and updated just like any other content the project manages.

Some applications may also wish to grant additional privileges for some action. For example, if a
block contains the public key of its author or a hash thereof, the application can additionally allow
any revisions of this document as long as they are signed by the public keyﬂ In a similar fashion, a
policy drafting application may allow comments from everyone, but restrict the creation of proposals

to a closed user group.

Nodes are also free to use their own local trust model in addition or instead of the trust model sug-
gested by the project. They are free to verify content with their web of trust or other mechanisms.
However, this is only practicable if the underlying application service supports it; graph-based and
inter-document approaches tend to work better here since they can express or tolerate permanent dif-
ferences in the set of accepted data between the nodes. Therefore, if a web-of-trust security model is

chosen, special attention should be paid to the application service.

3.2.8 Read Authorization

Not all content is public; closed groups like the professors at a university or employees of a company
will want to prevent outsiders from reading their drafts and comments. While we can simply deny
read access from unprivileged users in a centralized system, a distributed system requires some kind

of encryption.

SThe security model ID specifies which of these overrides are allowed.
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Since we want the encryption to be fast, and do not want to re-encrypt the whole repository content
every time access is granted to a new user, we encrypt all content and messages with a symmetric
encryption scheme and a randomly generated key. The symmetric key is then encrypted with an
asymmetric encryption algorithm and the public key of each user an administrator wants to grant
access to. (Naturally, messages and content that make up these asymmetrically encrypted symmetric
keys are excempt from symmetric encryption.) The user requests the encrypted key and uses her

asymmetric private key to decrypt it.

Since we do not encrypt the content for each user, the global symmetric key needs to be exchanged if
it is compromised. Notably, this also means that while we assume an administrator is delegated with
enabling access, every user who can read the content herself can allow any other user to read access.
This is not a security vulnerability since the user can always share her private key or the decrypted

content with the other user.

3.3 Transports

Transports actually connect our system with an endpoint, some kind of external system. They come

in two forms:

e Dumb transports just relay messages to specified endpoints, where another instance of the sys-
tem is running. The network cores at either side encode and decode the messages. The basic

P2P transport is a typical dumb transport.

e Smart transports connect to endpoints that cannot implement the application themselves. These
are typically DTN endpoints. Smart endpoints are equipped with one or more virtual applica-
tion services which offer the same basic interface that regular application services do, i.e. a
CAS with some extra metadata. The virtual application services do not need to offer a database
to any application core; they just need to store the data. In the prototype implementation, we

reuse large parts of the application service for the virtual application service.

Figure [3.6]shows the interaction in detail. We note that the Ul can also trigger administrative actions,
and receives notifications from the transports directly. The communication to the Ul is largely an
artifact of the current state of the implementation and used to configure plugged-in thumb drives and
the like. This communication is expected to be reduced as much as possible; for example by using a

fault-tolerant filesystem and file format instead of requiring the user to eject a DTN medium.
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@;&Endpoint

Dumb Transport Virtual

Application
Service

Figure 3.6: Detail view of the transports in the implementation architecture

At the current stage, the only implemented transports are a simple P2P and a simple DTN (over USB
thumb drives) one. Eventually, these transports should be refined and extended with cryptographic,

steganographic and performance features.

The envisioned transports include bridges to other policy drafting applications. For example, an
adhocracy transport could automatically synchronize between various adhocracy installations (end-
points) and the local system. Similarly, a transport can be used to automatically export policies, say,

into OpenDocument files.

Another possible transport would be similar to the P2P one, but actually tunnel through an anonymiza-
tion network (— [2.4).

Yet another transport could mirror the data to some kind of shared storage, for example facebook or
flickr. Steganographic techniques can be used to hide the presence of policy drafting information in

the social network service.[BFV10]

3.4 Web Application

The biggest strength of a web application is that it can be used from virtually every device just by
entering a URL. Web applications and the HTTP protocol they’re based on are common and well-
understood when it comes to aspects such as security, scalability, and development tools. On the
flipside, this also means that virtually any censorship system can understand and block HTTP/web

applications.
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Web applications are commonly secured with HTTPSlﬂ The HTTPS protocol[Res00] is simple: Reg-
ular HTTP requests and responses are simply transmitted over an SSL/TLS-encrypted connection.
Under the assumption that SSL/TLS prevents the attacker from reading the transferred data, the at-
tacker can then only block all encrypted communication, which eventually leads to blocking all com-
munication (— [[.2.8). In chapter[2.3] we also saw that the trust model of SSL/TLS can be vulnerable.
However, we also examined alternative models such as convergence[con] which correct these flaws.

We therefore assume that HTTPS is sufficient to secure web applications against DPI attacks.

3.4.1 Server Fallback

However, HTTPS cannot protect against DNS and IP blocks. To circumvent those, we employ two
kinds of fallback hosts:

Alternative servers that are reachable under different domain names and IP addresses. These servers
are well-connected, set up in free countries, and have valid SSL/TLS certificates. While it is in
theory possible to use a large number of domains and IP addresses — akin to domain generation
algorithms[KHKK10] and fast-flux rapid switching of IP addresses in DNS records|[NHO8] in the
context of malware — it is probably not feasible to set up and distribute IP addresses and DNS entries
(as well as the needed certificates) faster than the attacker can block them. Therefore, alternative

servers are only meant to defend against “casual” censorship and network outages.

This design is more flexible than simply associating a domain name with multiple servers or asso-
ciating multiple servers with the same IP address since it allows for multiple providers of the same
service. For example, our university project could not easily setup and maintain servers outside of
Europe, whereas a Korean University project might be able to provide multiple servers across asia.
While we could set up a domain name that resolves both to the German and the Korean server, this
would mean the SSL/TLS certificate would have to be shared amongst both universities (which would

rightfully never be allowed for security reasons).

If the attacker is resourceful enough to block all central servers, we need a different, local fallback
host. This also allows fallback in the case of total internet shutoff or an unanticipated successful
censorship action. Figure shows the Ul in the prototype; the web application examines which of
the preconfigured fallback hosts it can switch to. The user can also configure the web application to

automatically switch to a suitable fallback servelﬂ

5The alternative SHTTP standard[FGM199] remains virtually unused.
"The automatic switching is primarily intended for cases where the original server is regularly unreachable/censored.
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Server not reachable. Switch to an alternative? X

K normsetting1.example
+ normsetting2.example
+ localhost

- Switch to first available fallback server without confirmation

Figure 3.7: User interface for server fallback

The implementation of server fallback makes use of modern web technologies, in particular WebSockets[Hic09],
for security as well as performance reasons. Conventional techniques to communicate with other
servers than the one hosting the applicatiorﬂ such as J SONPE[IppOS] place total trust in the remote
host. This allows an attacker who gains control of one of the fallback serverﬂ to inject code that

publishes the user’s identity, data, and prevents the user from further access to the original service.

Since WebSockets allow TCP-like connections from the (client-side) web application to a remote host,
they not only prevent these kinds of code injections attacks and assuage performance considerations
over the number of HTTP requests, but also allow additional security checks. For example, the web

application can ask the fallback server for additional (on top of SSL/TLS) certificates.

3.4.2 Preventing Malicious Fallback Servers

In particular, the additional verification opportunities can be used as shown in figure[3.8]to ensure that
even when the attacker manages to capture a legitimate fallback server (for example by seizing the
servers), the server can be invalidated in short order. The original server (assumed to be trustworthy)
picks a trustworthy certificate authority (CA) or serves as one and automatically certifies potential
fallback hosts for a short period of time, for example a day. The original server includes this certificate

in the code he sends to the client.

When the connection between original server and client is severed, the client can still verify that the
fallback server is still trusted by the CA. Notably, this does not require any communication between

the client and the server or the CA, both of which are supposedly censored.

Unfortunately, the added verification of the fallback host above and beyond SSL/TLS comes at a price:

It is now possible to prevent fallback entirely by compromising the CA or preventing communication

8To prevent web resources from retrieving resources at other domains with the user’s credentials, the Same-Origin Policy
limits interaction between web applications from different domains (origins) in all modern browsers. [Zal10]

9Since the same-origin policy is not applied when client-side JavaScript code is loaded from another domain, JSONP
requests work by requesting and then executing code from a remote domain in the context of the current origin. For
the purposes of this discussion, it is necessary to note that this approach works, but is obviously horribly insecure if the
remote host can’t be trusted.

10Refer to chapters|1 .2.5|, |1 .2.9L and|1 .2.3|f0r the corresponding attacks
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Figure 3.8: Fallback verification model

between CA and fallback servers. Compromise of the original server is not made any worse; an
attacker who controls the original server can simply send malicious code (or just a blank page) instead
of the client-side fallback code. The protocol also increases the general complexity of the system
without offering absolute security: If the user switches to the fallback server while the certificate is
still valid, and the attacker manages to set up a malicious server within the certificate duration or

before the CA notices the compromise, the user is still lured to a malicious fallback server.

For now, we choose to error on the side of simplicity, and rely on careful vetting and SSL/TLS to

secure fallback servers.

3.4.3 Offline Web Applications

In a traditional web application which is downloaded from the original server on each visit, fallback
is only possible as long as the application runs in the user’s browser while the server is being blocked.
After the user closes the application, any further visits to the application’s URL result in an error
message or a site under the attacker’s control. Therefore, we need to advise the web browser to

permanently store the web application while the original server is still uncensored@

The Offline Web Applications feature of HTMLS ([HH10], 5.6) allows exactly that. Upon loading
the web application, the server refers to a manifest URL. A web browser which supports Offline Web

n practice, this means that a short visit to the original server while evading censorship, for example while travelling
or while using a slow anonymization network, is enough to permanently store the application in the web browser’s
configuration. This makes the application available until the user switches to another web browser or machine.

60



3.4 Web Application

Applications downloads the manifest and extracts a list of all URLSs of the resources of the application
(i.e. markup, style sheets, JavaScript code files, images, etc.). The web browser stores all these

resources in its configuration.

If the web application’s URL is revisited later on, the web browser loads the application from its
configuration immediately, without the need for any network interaction (although the application can
itself initiate network interaction, for instance set up WebSocket connections). In parallel, the web
browser redownloads the manifest file. If the manifest file has changed, the web browser re-downloads
all resources and stores them for the next time the application is usedE] If the server returns a 404
Not Foundor 410 Gone status code, the web browser deletes the application cache. In all other
cases — notably when the server is not reachable because of censorship or network outage, and when
SSL/TLS fails to establish a trusted connectimm— the browser does nothing but continue running the
stored application.

Offline Web Applications therefore allow the original server to install a web application in the user’s
web browser that cannot be deleted unless the attacker manages to compromise HTTPS security. In
conjunction with the fallback mechanism, this allows our application to switch between the central

site, multiple fallback servers, as well as a locally installed server.

3.4.4 Client-Side Web Applications

When the fallback servers are not available, we require the installation of a local software. By includ-
ing the necessary installation and documentation files in the manifest file, we can make sure the user
can install the software even after the censorship/network outage is in effect. However, while locally
installed software may be unavoidable when access to USB thumb drives or other DTN as well as P2P
connections is required, many users do not wish to or are not able to install native software. Instead,

the application should remain usable even if no fallback is available or selected.

This can be accomplished by storing the content in the web browser’s cache (for example using Web
Storage[Hic11] or the FileSystem API[Uhr11]) ahead of time and then providing an offline version
of the web application that runs entirely client-side. An advanced offline version could even allow
offline changes (such as comments or proposals) which are synchronized as soon as the connection to
the server is restored. In the end, the offline web application becomes just another peer, changes are
distributed and integrated just like they are with another node in the DTN/P2P network.

I2The prototype web application developed in this thesis recognizes this case and switches to the new version of the
application.

13In all popular web browsers, SSL/TLS trust can not be overriden by the user when requesting a manifest via HTTPS.
This solves the security problem of users who “just click through” all HTTPS errors. Neat!
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Chapter 3 Architecture

This thesis does not include an implementation of a client-side offline web application, although
the prototype strives to be portable to the client-side. In particular, the data format and templating
language used in the server-side web application are language-independent and should therefore be

easily portable to a future client-side application.

In the future, it might even be possible to also run the P2P and maybe even DTN components on
the client. The highly experimental WebRTC[web12] API could allow offline applications to directly

communicate without requiring a central server (after the connection setup).

62



Chapter 4

Implementation

The implementation (codenamed d2p) is a prototype through and through; it is geared towards sim-

plicity and interchangeability. Unsurprisingly, the implementation closely follows the architecture
laid out in chapter [3.1]

The system is implemented in Python 3, which was chosen for its fast development speed and inter-
faces to high-level web as well as low-level socket and event programming. Python also allows us to
move parts of the application into native C code if the need should ever arise. Python is also available
on a large number of platforms, including Android[and] and iOS[pyo]. Tornado[tord] serves both as

a web server and asynchronous platform in general.

As a templating language, we use the platform-independent mustache[mus]. This allows us to reuse
the templates should we ever switch the implementation language, but more importantly, allows future
client-side applications (— [3.4.4) to reuse the templating code. The rest of the client-side code is

written in JavaScript, relying on the jQuery[jqu] and underscore.js[und] libraries.

The only available application is a policy drafting solution, which is based on an extremely simple
document database, which in turn just uses a simple filesystem-backed CAS. The policy-drafting
system supports proposals under revision control (where revision numbers are simply the wall-clock
time of creation) that can be commented upon. Figure[d.T|and #.2]show some screenshots. Apart from

the main application and associated configuration options, the prototype also implements a simple web

fallback (—[3.4.1).

The source code of the implementation is available on a CD which accompagnies the written thesis.
The source code will also be published onto http://github.com/phihag/d2p and other online reposito-

ries.
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Chapter 5

Conclusion

This thesis describes the framework for a distributed censorship-resistant policy drafting system. By

relying on a DTN as well as a P2P network, the system can work even without internet access.

These and other attacks are described and evaluated in a detailed threat model which includes non-
technical attacks. The threat model also contains outlines of defense against the various attacks as

well as an historical overview.

The various components of the proposed system are discussed in detail. Apart from the basics and
current implementations of DTN and P2P networks, this includes a discussion of censorship-resistant
anonymization networks, particularly hidden services that allow P2P services over these anonymiza-
tion networks. Additionally, the challenges of revision control and security in distributed delay-

tolerant networks need to be researched.

Finally, the architecture assembles these components into one policy drafting system. It allows
applications to interact over P2P, DTN, anonymization networks via an extremely simple protocol.
The architecture also accounts for the integration of third-party centralized systems. Furthermore, the
chapter presents concrete solutions for various security and performance problems. The web-based
nature of the system means that it will be extremely portable. Nevertheless, modern web standards

are used to allow for automatical fallback to alternative servers from the web application.

The thesis comes with a prototype implementation of the designed system, including the web fall-
back.
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Chapter 5 Conclusion

5.1 Future Work

The prototype application is extremely basic. Its implementation, and partially its design should be

extended in a number of areas, in particular:

5.1.1 General

The threat model may need to be updated as new attacks evolve and technological realities (for ex-
ample the proliferation of cheap small computers) change. Additionally, it would be useful to have a

formal attack tree in order to simulate an attacker’s response.

Also, the security would be greatly enhanced if we could test the application in simulators, and develop

attack toolkits and packet sniffer decoding modules for it.

The implementation should automatically reload itself if it is in developer mode and a change in one

of the source code files is detected.

The ProjectListService should be implemented; we should try to generate a useful list of

projects even in the presence of numerous projects, spammers, and/or attackers.

5.1.2 P2P

The current P2P network is unstructured; it should be supplemented by structured network imple-
mentation. Additionally, further research is necessary to harden the network against sybil attacks
and improve its broadcast throughput and reliability. Opportunistic asymmetric encryption and SSL

support for servers should both be considered.

Also, additional bootstrap mechanisms should be conceived and implemented in order to aggravate
blocking of the vulnerable bootstrapping process. In particular, an IP multicast bootstrap would enable

usage of the system in a LAN without Internet connectiorﬂ

The integration of obsproxy[JA12] or a similar solution may be a good idea in order to avoid broad

blocks of encryption content.

Finally, NAT traversal and other related anti-firewall techniques like STUN are vital to allow everyone

to connect to the P2P network, and should therefore be implemented.

IThe technical name of the Covert Café Constellation.
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5.1 Future Work

5.1.3 DTN

The DTN storage format assumes a mounted mass storage device. The integration should be improved
to the point that the user just needs to click once, and then drag-and-drop projects to a device icon.

Additionally, (deniable) encryption and steganography should be integrated in a user-friendly way.

Multi-hop DTNs should be considered, and if need be implemented. The system should also run on

existing DTN protocols, in particular Bundle and Licklider.

5.1.4 Security

The implementation, and to a lesser degree the design, currently assumes single-user nodes. Multiple
users should be supported and be able to authenticate. Special attention should be paid so that the
web-based fallback works.

The public key infrastructure integration needs to be developed both in design as well as implementa-
tion. It should integrate with commonly used protocols such as OpenPGPE], and support the German

identification card as well as other authentication tokens.

When the public key infrastructure is in place, the authorization restriction features (— B.2.9)

should be implemented and tested for vulnerabilities. The same goes for voting and rating features.

5.1.5 Version Control

The current implementation contains a very simple document database and CAS. Both should be
extended as described in chapter [2.5.3]and [3.2.4] in particular with delta encoding and efficient syn-

chronization protocols.

We should also evaluate the other options of using revision control systems described in[2.3]

5.1.6 Anonymization Networks & Transports

The anonymization networks described in chapter [2.4] should be integrated as transports.

Zand make use of Evgeni Golov’s work there
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Chapter 5 Conclusion

Import/exports and/or full-fledged transports should be designed and written for other policydrafting

platforms such as adhocracy.

The steganographic secure storage on twitter, flickr, facebook described in [BFV10] should be inte-
grated and implemented.

5.1.7 Web Application

The web server fallback should be extended and improved. We should consider client-side authentifi-

cation instead of SSL when connecting to a fallback host.

The URL design of the web application should be improved in order to facilitate caching. However,

it must not interfere with the Offline Web Applications feature.

The offline fallback mode, which stores the state of projects on the client, and can synchronize these

changes once the connection is restored, should be designed and implementedE]

The futuristic” offline client-side application should be considered. With this application, the Python
server just relays P2P broadcasts, whereas the client-side application actually implements application
and network logic. Browser-to-Browser P2P connections with WebRTC should be evaluated, and if

possible implemented.

The web application should be supported and tested on a wide array of platforms, including mobile

and limited ones.

5.1.8 User Interface

The current design and usability reflects the prototype status. Both should be significantly improved
before presenting the application to real” users.

The UI also needs various features, including comments which refer to a singular line or paragraph
a WYSIWIG and image editor, notifications on changes, import/export from/to office documents, and

private messages.

3Currently being designed and written by Tim van Cleef.
“4Currently being designed and developed by Julius Rémmler.
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